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AI capabilities

AI is a powerful tool that allows organizations to make accurate predictions and augment their practices and 
processes at a low cost, with greater consistency in decision-making, resulting in improved efficiency, effectiveness, 
and overall financial competitiveness. 

What capabilities are included in AI?1

Computer vision Natural language 
text understanding 

Virtual agents / 
conversational 

interfaces

Pattern 
identification, 
classification

Digital twins / 
Deepfakes

Natural language 
speech 

understanding

Recommender 
systems

Facial recognition Goal achievement

AI could contribute up to $15 trillion2 to the global 
economy by 2030. 

Efficiency & effectiveness

Improved decision-making

Accuracy & precision

Competitiveness

Valuable insights

Improved service

Benefits of AI

1 The state of AI in 2022 – and a half decade in review, McKinsey

2 By 2030, AI will contribute $15 trillion to the global economy, World Economic Forum, PwC
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mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai-in-2022-and-a-half-decade-in-review
https://www.weforum.org/agenda/2019/08/by-2030-ai-will-contribute-15-trillion-to-the-global-economy


Public trust is a concern

82% of Americans believe that robots 
and AI should be carefully managed

A similar finding has emerged from 
public opinion polling across the EU

Source: https://governanceai.github.io/US-Public-Opinion-Report-Jan-2019/general-attitudes-
toward-ai.html



Emerging field of AI ethics

“The field of AI ethics has largely emerged as a response to the range of individual 
and societal harms that the misuse, abuse, poor design, or negative unintended 
consequences of AI systems may cause. As a way to orient you to the importance 
of building a robust culture of AI ethics”

“AI ethics is a set of values, principles, and techniques that employ widely 
accepted standards to guide moral conduct in the development and use of AI 
systems.”

“These values, principles, and techniques are intended both to motivate morally 
acceptable practices and to prescribe the basic duties and obligations necessary 
to produce ethical, fair, and safe AI applications.”

Source: The Alan Turing Institute: Understanding Artificial Intelligence Ethics and Safety
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OECD principles on AI (2019)
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OECD principles on AI (2019)

§ AI should benefit people and the planet by driving inclusive growth, 
sustainable development and well-being

§ AI systems should be designed in a way that respects the rule of law, human 
rights, democratic values and diversity, and they should include appropriate 
safeguards – for example, enabling human intervention where necessary – to 
ensure a fair and just society

§ There should be transparency and responsible disclosure around AI systems 
to ensure that people understand AI-based outcomes and can challenge 
them

§ AI systems must function in a robust, secure and safe way throughout their 
life cycles and potential risks should be continually assessed and managed

§ Organisations and individuals developing, deploying or operating AI systems 
should be held accountable for their proper functioning in line with the 
above principles
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International trends in AI regulation 

§ 2021 saw the biggest advances in Artificial Intelligence and Machine Learning regulation 

§ Every major economy in the world has an AI strategy

§ US, EU, Canada, China, Brazil each have proposed or passed AI laws; the EU being the most 
comprehensive law 

§ 117th US Congress was the most AI-focused congressional session in history with 130 AI bills 
proposed in 2021 compared with just 1 in 2015

§ Singapore is piloting A.I. Verify

§ AI regulatory sandboxes emerging around the world (see Spain and UK as examples)
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Standards on AI
As legislation on artificial intelligence develops, standards organizations are also creating standards for AI 
governance to promote responsible AI practices. 

Standards organizations focused on AI

Spotlight: ISO/IEC 42001 - Artificial Intelligence Management System (AIMS)

AI Risk Areas Actions to Address RisksScope Implications

• AI Risk Assessment
• AI Risk Treatment / Controls
• AI System Impact Assessment
• Policies and Practices

• Documentation
• External Reporting
• Incident Communication

• Legislators are likely to point to 
specific standards as best-
practice (e.g., EU AI Act)

• Conformity assessments

• Fairness
• Security
• Safety
• Privacy
• Robustness
• Transparency
• Explainability

• Accountability
• Availability
• Maintainability

Any 
organization 
providing or 
using products 
or services that 
use AI systems. 

Data and AI 
Governance

Technical Documentation 
& Record Keeping

Transparency & 
Human Oversight

Accuracy, 
Robustness, & Cyber

Risk & Quality 
Management Systems

www.inq.law



AI governance: Operational considerations

AI Management Program has the following minimum 
features:

1. Data testing and validation for bias and non-
discrimination

2. AI impact assessment for high-risk systems and 
stakeholder engagement

3. AI risk assessment and model validation

4. Incident response plan and testing

5. Policies and procedures for safety and security, 
monitoring and oversight, disclosure and notice, 
explainability, human control and decommissioning

Source: 
https://pages.nist.gov/AIRMF/
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AI governance: Operational considerations

Source: 
https://pages.nist.gov/AIRMF/

Explainability
What does an explanation look like?
How, to whom and when is an explanation provided?

ADS inventory
What ADS must/will be inventoried?
What information will be retained in the inventory?
How will risk levels of AI systems be assessed? Based on what criteria?

Transparency
What information about the AI must/will be made public? Intended purpose. Level 
of accuracy. Human oversight. Security. Human-AI interaction. 

Human Intervention When is human intervention required, preferred, unnecessary?

Monitoring
How frequently will AI systems be monitored? By whom? When should an AI 
systems be decommissioned?  

Incident Response Is there an AI incident response plan to prevent harm from unexpected actions?

Vendor Assessment Catalogue specific risks related to AI vendors; support safe procurement

AI Standards Determine the data and/or AI standards the organization is using

www.inq.law



mccarthy.ca |  McCarthy Tétrault LLP

AI and the Law
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What is the difference between AI ethics and 
the law?
• “AI ethics is a branch of ethics that focuses on the ethical implications of 

artificial intelligence technologies, while the law is a set of rules and 
regulations established by a governing body to govern behavior. 

• AI ethics focuses on the ethical considerations of the development and 
utilization of AI technologies, while the law is concerned with the legal 
implications of the use of these technologies. 

• AI ethics is concerned with the moral implications of AI, while the law 
focuses on the legal implications.”

Open AI
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What is the difference between AI ethics and the 
law?
• Q. Is there an overlap between ethical AI principles and the law?

• “A. Ethical AI principles are based on the legal principles of privacy, data protection, fairness, non-
discrimination, and accountability.”

• Q. Are AI ethics based on the law or is the law based on AI ethics? 

• A. “AI ethics are based on the law, but the law can also be based on AI ethics. AI ethics are a set of 
principles and values that guide the design, development, implementation, and use of AI-based 
technologies and systems. These principles can be used to inform the development of legal and 
regulatory frameworks that govern AI”.

• Q. Are AI ethics the foundation for the legal regulation of AI? 

• “No, AI ethics are not the foundation for the legal regulation of AI. AI ethics are a set of principles and 
guidelines that are meant to guide the development and use of AI systems, but these guidelines do 
not necessarily provide a legal framework. Legal regulation of AI requires a more comprehensive 
approach that takes into account the various legal and regulatory frameworks that govern the 
development and use of AI systems.”

OpenAI
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What does AI regulation look like?

15

Q. Is AI regulation at an early, nascent or late stage? A. “AI regulation is at an early stage. 
Many countries are beginning to recognize the need for regulation of AI, but few have 
implemented any laws or policies around the technology. However, as AI becomes 
increasingly pervasive, governments and policymakers around the world are beginning 
to consider the implications of the technology and the need for legal and regulatory 
frameworks to ensure its safe and ethical use.”

#46804211



mccarthy.ca |  McCarthy Tétrault LLP

Will AI regulation follow the economics?

16 #46804211

Q. Will AI regulation start with point solutions like privacy, safety and discrimination and 
then need foundational system legal changes?  “No, AI regulation is more complex than 
that. AI regulation needs to address a wide range of issues, including privacy, safety, 
discrimination, data ownership, and liability. AI regulation must also take into account the 
various ways that AI can be used, such as in healthcare, finance, transportation, and other 
industries. This means that AI regulation needs to be comprehensive and systemic, 
addressing both the legal framework and the technological implementation of AI.”
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Will there be an international convention on 
regulating AI?

COMMITTEE ON ARTIFICIAL INTELLIGENCE (CAI)

• Set up by the Committee of Ministers under Article 17 of the Statue of the Council 
of Europe and in accordance with Resolution CM/Res(2021)3 on 
intergovernmental committees and subordinate bodies, their terms of reference 
and working methods.

• Type of committee:  Ad hoc committee

• Terms of reference valid from: 1 January 2022 until 31 December 2024

“Appropriate legal instrument on the development, design, and application of 
artificial intelligence systems based on the Council of Europe’s standards on 
human rights, democracy and the rule of law, and conducive to innovation, in 
accordance with the relevant decisions of the Committee of Ministers.”

Note also: initiative for standards for risk management and trustworthy AI between the EU and the 
United States via the EU-US Trade and Technology Council (TTC).

https://ec.europa.eu/commission/presscorner/detail/en/statement_22_7516
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• Express consents to use personal data.

• Anonymous personal data is not regulated – Organisations don’t have to be able to prove 
that it is impossible for any data subject to be identified in order for an anonymization 
technique to be considered successful. Rather, if it can be shown that it is unlikely that a 
data subject will be identified given the circumstances of the individual case and the state 
of technology, the data can be considered anonymous.

• Data subjects “have the right not to be subject to a decision based solely on automated 
processing, including profiling, which produces legal effects concerning him or her or 
similarly significantly affects him or her.”

• Transparency obligations

• Explainability obligations

18 #46804211
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CPPA
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CPPA and privacy
• Express consent

• No right not to be subject to an automated decision.

• Anonymous personal data is not regulated, but it must be “irreversibly and 
permanently modify personal  information, in accordance with generally 
accepted best practices, to ensure  that no individual can be identified from the 
information, whether directly or indirectly, by any means”. See Barry Sookman, 
CPPA: problems and criticisms – anonymization and pseudonymization of 
personal information

• New transparency and explainability obligations for predictions, 
recommendations, and decisions made by autonomous or semi-autonomous AI 
systems. See, Barry Sookman, CPPA: problems and criticisms – automated 
decision making

• Provincial laws e..g., health privacy, Quebec Bill 64.

https://www.barrysookman.com/2022/12/05/cppa-problems-and-criticisms-anonymization-and-pseudonymization-of-personal-information/
https://www.barrysookman.com/2022/12/18/cppa-problems-and-criticisms-automated-decision-making/
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U.S approach to specifically regulating AI
• Q. Describe the U.S. approach to regulating AI systems 

• “The U.S. approach to regulating AI systems is to allow for the development and deployment of these 
systems, while taking into consideration the potential risks to individuals and society. The Federal Trade 
Commission has issued guidance to companies on how to responsibly develop and deploy AI systems, 
emphasizing the need for transparency and accountability. The National Institute of Standards and 
Technology has also released a framework for AI designed to ensure fairness, safety, and security. 
Additionally, various federal agencies, states, and other organizations are developing regulations to 
address concerns such as privacy, security, and ethical implications. These regulations will likely evolve as 
AI technology advances.”

• Q. Is the U.S approach to regulating AI systems in the private sector a hands off one? 

• “No, the U.S approach to regulating AI systems in the private sector is not a hands off one. The U.S. 
government has taken steps to ensure that AI systems are safe and secure, and that the risks associated 
with their use are being mitigated. The Federal Trade Commission, the Department of Commerce, and 
other government agencies have issued guidance and regulations to ensure that companies use 
responsible and ethical practices when using AI. Companies are also increasingly being held accountable 
for their AI systems, with some facing fines or other penalties for not adhering to the regulations.” Open AI 
(Caution when reading)
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EU AI Act
• Artificial Intelligence Regulation (draft) aka (“AI Act”) regulates AI systems:

• that are prohibited because of unacceptable risks i.e., use subliminal techniques to distort a 
person’s behavior, exploits vulnerable groups, social scoring, ‘real-time’ remote biometric 
identification systems in publicly accessible spaces by law enforcement authorities

• are high-risk for which there are obligations on operators i.e., AI systems that comprise 
products, or safety components of products, that fall within other EU harmonisation legislation, 
or remote biometric ID systems, critical infrastructure, education and vocational training, 
employment, workers management and access to self-employment, access to and enjoyment of 
essential private services and essential public services and benefit, law enforcement, migration, 
asylum and border control management, administration of justice and democratic processes, or 
similar ones added later

• are limited risk AI for which there are transparency rules

• with minimal risks which will be unregulated

Note also AI Liability Directive.

#4680421123

https://eur-lex.europa.eu/resource.html?uri=cellar:e0649735-a372-11eb-9585-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://data.consilium.europa.eu/doc/document/ST-14954-2022-INIT/en/pdf
https://commission.europa.eu/system/files/2022-09/1_1_197605_prop_dir_ai_en.pdf
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EU AI Act – obligations for high risk systems
• A risk management system 

• Must be tested to ensure they perform consistent with their intended purpose

• Data and data governance obligations e.g. training of models must be developed using training, 
validation and testing data sets that meet specified quality criteria

• Technical documentation must be drawn up and must be kept up-to date

• Must technically allow for lifecycle automatic recording (logs) of events 

• Must be designed and developed so their operation is transparent, so users can understand and use 
the system appropriately, can be effectively overseen by natural persons when in use, achieve an 
appropriate level of accuracy, robustness and cybersecurity, and perform consistently in those 
respects throughout their lifecycle.

• Applies to entities putting products onto market, manufactures, distributors, importers etc.
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The Brussels Effect
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AIDA – express purposes

• To establish common requirements across Canada, for the design, development and 
use of artificial intelligence systems, consistent with international standards and to 
uphold Canadian norms and values in line with the principles of international human 
rights law.

• To require that certain persons adopt measures to mitigate risks of harm and biased 
output related to high-impact artificial intelligence systems.

• To prohibit the making available for use of an artificial intelligence system if its use 
causes serious harm to individuals or harm to their interests.

• To prohibit the possession or use of illegally obtained personal information for the 
purpose of designing, developing, using or making available for use artificial 
intelligence systems.

• To establish an agile regulatory framework to regulate AI to promote innovation.

26 #46804211
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AIDA – obligations on “person who is 
responsible for an artificial intelligence 
system”

• in accordance with the regulations, assess whether it is a “high-impact system”

• if an AI system is a “high impact system”, in accordance with the regulations, 
establish measures to identify, assess and mitigate the “risks of harm” or “biased 
output” that could result from the use of the system;

• if an AI system is a “high impact system”, in accordance with the regulations, establish 
measures to monitor compliance with the mitigation measures and the effectiveness 
of those mitigation; and

• if an AI system is a “high impact system”, “in accordance with the regulations and as 
soon as feasible, notify the Minister if the use of the system results or is likely to result 
in material harm”.

27 #46804211
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AIDA – obligations on persons “that carry out a 
regulated activity”

• must also in accordance with the regulations, keep records describing in general 
terms, (a) the measures they establish to comply with  their obligations, and (b)
the reasons supporting their assessment of whether the system is a high impact 
system and any other records prescribed by regulations.

• If the person “processes or makes available for use anonymized data in the course 
of a regulated activity “the person must, “in accordance with the regulations, 
establish measures with respect to (a) the manner in which data is anonymized; 
and (b) the use or management of anonymized data.

28 #46804211
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AIDA – what AI systems can be regulated
• “high-impact system” an artificial intelligence system that meets the criteria for a high-impact 

system that are established in regulations”.

• artificial intelligence system means a technological system that, autonomously or partly 
autonomously, processes data related to human activities through the use of a genetic algorithm, a 
neural network, machine learning or another technique in order to generate content or make 
decisions, recommendations or predictions.

• “harm” means physical or psychological harm to an individual; damage to an individual’s property; 
or economic loss to an individual.

• biased output means content that is generated, or a decision, recommendation or prediction that is 
made, by an artificial intelligence system and that adversely differentiates, directly or indirectly and 
without justification, in relation to an individual on one or more of the prohibited grounds of 
discrimination set out in section 3 of the Canadian Human Rights Act, or on a combination of such 
prohibited grounds. It does not include content, or a decision, recommendation or prediction, the 
purpose and effect of which are to prevent disadvantages that are likely to be suffered by, or to 
eliminate or reduce disadvantages that are suffered by, any group of individuals when those 
disadvantages would be based on or related to the prohibited grounds.

#4680421129
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AIDA – what AI systems can be regulated 

30 #46804211

Forbes
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AIDA – who is regulated

• A person in the course of international or interprovincial trade and commerce:

• who is responsible for an AI system – if they design, develop or make available 
for use the artificial intelligence system or manage its operation

• carries out any “regulated activity” – if they 

• process or make available for use any data relating to human activities for the 
purpose of designing, developing or using an artificial intelligence system; or

• design, develop or make available for use an AI system or manage its 
operations e.g., are responsible for an AI system

31 #46804211
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AIDA – who is regulated

Canadian ecosystem, 2018 http://www.jfgagne.com/s/Canadian-AI-ecosystem.pdf

32 #46804211
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ISED enforcement powers

• The right to order any person that carries out a regulated activity to provide the 
Minister with any of the records that must be maintained.

• Require persons to conduct or have an independent auditor conduct an audit, at 
the person’s own cost, and provide the Minister with the audit report.

• Order any person that has been audited to implement any measure to address 
anything referred to in the audit report.

• Order any person who is responsible for a high-impact system to cease using it or 
making it available for use, if the Minister has reasonable grounds to believe that 
the use of the system gives rise to a serious risk of imminent harm. 

• Disclose information obtained to third persons including the OPC and Human 
Rights Commission.

33 #46804211
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Sanctions and offenses
• Administrative monetary penalties (AMPs) to be established by regulations.

• Offenses to violate sections 6 to 12 of AIDA or to obstruct or to provide false or misleading 
information to the Minister with fines up to $10,000,000 or 3% of the person’s gross global 
revenues.

• Offenses for knowingly using personal information in contravention of a federal or provincial 
law e.g. data that has not been anonymized to Canadian standards.

• For making a dangerous AI system available for use, 

• an AI system that is likely to cause serious physical or psychological harm to an individual or 
substantial damage to an individual’s property, or 

• makers available an AI system with intent to defraud the public and to cause substantial 
economic loss to an individual

• Fine up to $25,000,000 and 5% of the person’s gross global revenues.

34 #46804211
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Questions about AIDA
• Does AIDA lack Parliamentary oversight?

• Is AIDA’s scope too narrow?

• Should AI systems be regulated by ISED?

• Is it premature to regulate AI now via AIDA?

• Does AIDA take the wrong approach to regulating AI?

• Does AIDA impose responsibilities on AI Actors that are impossible to meet?

• Will AIDA impede innovation by imposing new restrictions on uses of anonymized data, with its 
duplicative regulatory regimes and harsh and disproportionate penalties?

• See forthcoming blog on barrysookman.com, Regulating AI in Canada: AIDA questions, criticisms and 
recommendations

35 #46804211
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Governance, Governance, Governance
1. Ensure AI systems are designed, developed and deployed in a manner that complies with applicable laws

2. Determine if the system is likely to be a “high impact system”(AIDA)  or a “high risk systems (EU AI Act)

3. Establish measures to identify, assess and mitigate the “risks of harm” or “biased output” 

4. Establish measures to monitor compliance with the mitigation measures and the effectiveness of those measures

5. Data and data governance obligations e.g. training of models must be developed using appropriate training, validation and testing 
data sets 

6. Technical documentation, keep records of the design, development , and use of AI systems, throughout lifecycle

7. Comply with privacy laws including anonymization, uses of data or making data available for use with AI systems. 

8. Design models for transparency and explainability and implement these principles

9. Establish and enforce standards for AI safety, must be accountable

10. AI systems must be designed and developed so their operation is transparent, so users can understand and use the system 
appropriately, can be effectively overseen by natural persons when in use, achieve an appropriate level of accuracy, robustness and 
cybersecurity, and perform consistently in those respects throughout their lifecycle.

11. Appropriate agreements between AI actors because of expansive potential AI actor responsibilities.

12. Adopt best practice standards and governance frameworks e.g. new NIST Artificial Intelligence Risk Management Framework (AI RMF 
1.0)

https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
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