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What is the Digital Charter
Implementation Act, 2020 (Bill C-11)
To enact the Consumer Privacy Protection Act
(CPPA)
“to protect organizations to collect, use or
disclose personal information in the course of
commercial activities. In consequence, it repeals
Part 1 of the Personal Information Protection and
Electronic Documents Act ”
Part of federal ISED new Digital Charter strategy
to address new challenges, clarify uncertainties,
and to maintain Canada’s EU adequacy status.

To enact the Personal Information and Data
Protection Tribunal Act

“establishes an administrative tribunal to hear
appeals of certain decisions made by the Privacy
Commissioner under the Consumer Privacy
Protection Act and to impose penalties for the
contravention of certain provisions of that Act.”
CPPA
Only part of Canada’s privacy fractured landscape
Must fit into fractured international privacy
landscape

Why now?
The Personal Information Protection and Electronic
Documents Act (PIPEDA) is 20+ years old

Two Decades of Change
Technology evolves: AI, IoT

PIPEDA has held up relatively well (principles-based,
technology neutral) but has become outdated

Business models evolve: Social media, cloudification, online
commerce, service providers
Law evolves: GDPR adequacy, pressure from provincial
legislative initiatives
Policy Evolves: Digital Charter

Key Issues: Over-arching Balance
The CPPA starts out strong, with the purpose of establishing:

“…rules to govern the protection of personal information in a manner that recognizes the right
of privacy of individual with respect to their personal information and the need of organizations
to collect, use or disclose personal information for purposes that a reasonable persona would
consider appropriate in the circumstances.” (s.5, CPPA)

The CPPA is a solid first draft with much to like:
• structure, key concepts
Major drafting flaw: failure to fairly balance the privacy rights of
individuals with organizations’ need to collect/use/disclose personal
information in a reasonable and responsible way

Key Issues: Over-arching Balance
GDPR: strikes an overall balance
- Many obligations on organizations, heightened
accountability and robust enforcement
- Greater flexibility to use personal data responsibly
(Consent + 5 other bases for processing personal data)
CPPA: does not strike an overall balance
- Takes restrictive and onerous elements of GDPR out of
context and without the flexibility for organizations
- Consent to the sole authority, narrow exceptions to
consent, prescriptive rules, heavy penalties

Structure of the CPPA is sound, key provisions need amendments to balance legitimate interests

Key Issues: Appropriate purposes
An organization may collect, use or disclose personal information only for purposes that a
reasonable person would consider appropriate in the circumstances.
The following factors must be taken into account in determining whether the purposes
referred to in subsection (1) are appropriate:
(a) the sensitivity of the personal information;
(b) whether the purposes represent legitimate business needs of the
organization;
(c) the effectiveness of the collection, use or disclosure in meeting the
organization’s legitimate business needs;
(d) whether there are less intrusive means of achieving those purposes at a
comparable cost and with comparable benefits; and
(e) whether the individual’s loss of privacy is proportionate to the benefits in
light of any measures, technical or otherwise, implemented by the organization to
mitigate the impacts of the loss of privacy on the individual.

Key Issues: Consents
- Consent must be express, unless the organization establishes that it is
appropriate to rely on an individual’s implied consent, taking into account (1)
the reasonable expectations of the individual and (2) the sensitivity of the
personal information that is to be collected, used or disclosed.
- Consent is only valid if the organization provides the individual with the following
plain language:
- The purposes for, ways of and any reasonably foreseeable consequences
of the collection, use of disclosure of the personal information;
- The specific type of personal information that is to be collected, used or
disclosed; and
- The names or types of any third parties which the organization may disclose
the personal information

Key Issues: Consents
Exceptions
Business Activities – to collect or use personal information for a
business activity (a) a reasonable person would expect such a
collection or use for that activity; and the personal information is not
collected or used for the purpose of influencing the individual’s
behaviour or decisions, i.e. to deliver a product or service, due diligence
to reduce commercial risk, security, and, if no direct relationship, where
impractical to obtain consent, transfer to service provider, deidentification of personal information, R&D if de-identified,
prospective business transaction

Key Issues: Accountability and Transparency
- Accountability and Transparency are foundational concepts for modern privacy
legislation
- CPPA pursues Accountability and Transparency using highly prescriptive rules, rather
than principles
- S.9 Privacy Management Program elements
- S.12 Appropriate purpose test
- S.15(3) Disclosures for valid consent
- S.62 Detailed Policy and Practice disclosure requirements
- A step backwards from the principles-based, flexible approach of PIPEDA

Key Issues: De-identification
- De-identify “means to modify personal information – or create information from
personal information – by using technical processes to ensure that the information
does not identify an individual or could not be used in reasonably foreseeable
circumstances, alone or in combination with other information, to identify an
individual
- No consent needed for de-identification; exceptions for R&D, prospective business
transactions, and public sector socially beneficial purposes.
- Mixes up anonymization and pseudonymization.
- A radical change from PIPEDA?
- Departure from the highest international privacy standards?
- Risks impeding uses and sharing of anonymized data by Canadian organizations.
- Impose heavy compliance costs that do not exist in the EU or the Unites States,
even under the CCPA.
- Impair the interoperability of our federal privacy law with provincial laws and with
those of our major trading partners and undermine our competitiveness domestically
and internationally?

Key Issues: Disposal
S.55 (1) Disposal at individual’s request
- “If an organization receives a written request from an individual to dispose of
personal information that it has collected from the individual, the organization must,
as soon as feasible, dispose of the information…”
- Is this a duplication of existing rights in the CPPA or an ambiguous and onerous
new right?
CPPA already:
- Limits collection of PI to what is necessary for the purpose
- Limits retention period for PI to when the PI is necessary to carry out the purpose
(s.53)
- Requires disposal of the PI when it is no longer needed for the purpose (s.53)
- So what does s.55(1) mean?
Example of purpose creep. Original policy basis was to allow individuals to remove their
PI from specific social media platforms

Key Issues – Liability
- Penalties > of $10 million or 3% of gross global annual revenue; higher than under
the GDPR.
- Fines of up to the greater of $25 million or 5% of gross global annual revenues for
certain contraventions of the CPPA.
-

Commissioner can investigate privacy breaches, make compliance orders (including
interim orders) and recommend that penalties.

- No separation between the investigation and enforcement branches of the OPC.
- Little procedural protection before Commissioner or the tribunal which can impose the
penalties and to which appeals from orders made by the Commissioner can be made.
- Appeals and JR’s are difficult e.g. OPC finding that a purpose is not appropriate or not
appropriate to use implied consents
- Private rights of action, new class action risks.
- Right balance between privacy and innovation?

Steps to Enactment
Cabinet
-

Draft Bill presented to Cabinet for
approval

First Reading
-

Bill read in House

-

Bill printed

If Bill approved by Cabinet, then
introduced in Parliament

In Force
- Bill in force upon Royal Assent,
when proclaimed by Governor
General or on day specified in Act.

Second Reading
We are
Here

-

Read again in House

-

Members debate and vote on
Bill’s principle

-

House will refer to INDU or Ethics
Committee

Royal Assent
- Bill presented to the Governor
General for assent.

Committee Stage
- Appropriate committee reviews

Report Stage
-

Committee reports the Bill to
House

-

House considers amendments to
Bill votes for/against.

Senate Stage
-

Bill sent to Senate for
consideration.

-

Bill undergoes same process in
Senate.

Third Reading
- Debate and vote on Bill as
amended

Engaging Government

Minimizing risk through government
engagement faces challenges. Political
context and motivations for the legislation
are relevant and important.

