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PIPEDA Report of Findings #2019-001 - Equifax
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https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/pipeda-2019-001/
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Does a transfer of personal information require 
consent?

¬ Prior OPC guidance:

¬ OPC Processing Personal Data Across Borders Guidelines, 

January 2009 (OPC Cross Border Guideline)

¬ PIPEDA Case Summary #2005-313

¬ PIPEDA Case Summary #2008-394

¬ Transfer for processing is a “use” and not a disclosure. No new 

consent is required. 

¬ Organizations must be transparent about their personal 

information handling practices. This includes advising customers 

that their personal information may be sent to another jurisdiction 

for processing and that while the information is in another 

jurisdiction it may be accessed by the courts, law enforcement 

and national security authorities.
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https://www.priv.gc.ca/en/privacy-topics/personal-information-transferred-across-borders/gl_dab_090127/
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2005/pipeda-2005-313/
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2008/pipeda-2008-394/
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Does a transfer of personal information require 
consent?

¬ “Equifax Inc. … received credit reporting information transferred to it by 

Equifax Canada about those consumers to fulfil those products. Also as 

described in Section 3 of this report, Equifax Canada remained accountable 

for this information transferred to Equifax Inc. for processing, and 

responsible for the related obligations under PIPEDA 4.1.3.

¬ At the same time, these transfers for processing from Equifax Canada to 

Equifax Inc. constitute disclosures of personal information under the 

meaning of PIPEDA Sections 7(3), and 4.3.”

¬ “…we acknowledge that in previous guidance our Office has characterized 

transfers for processing as a ‘use’ of personal information rather than a 

disclosure of personal information. Our guidance has also previously 

indicated that such transfers did not, in and of themselves, require consent. 

In this context, we determined that Equifax Canada was acting in good faith 

in not seeking express consent for these disclosures.”
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Does a transfer of personal information require 
consent?

¬ OPC Consultation on transborder dataflows and supplementary discussion 

document (a transfer is a disclosure)

¬ Government of Canada Proposals to modernize the Personal Information 

Protection and Electronic Documents Act (a transfer is a disclosure but consent 

may not be needed)

¬ OPC Consultation on transfers for processing – Reframed discussion document

¬ “To be clear, we would not recommend that consent be required in the longer 

term in the context of data transfers for processing, if other effective means are 

found to protect the privacy rights of individuals.  But in situations where neither 

contractual clauses nor other means are effective, consent may be required.”

¬ “The change in position by the OPC would require organizations to highlight 

elements that were previously part of their openness obligations and ensure that 

individuals are aware of them when obtaining consent for transborder transfers. 

We are open to views on how (implied or express consent, content of the 

information upon which consent would be sought) this might be achieved”.
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https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-transborder-dataflows/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-transborder-dataflows/sup_tbdf_201904/
https://www.ic.gc.ca/eic/site/062.nsf/eng/h_00107.html
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-transfers-for-processing/
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Accountability principle

“PIPEDA Principle 1 – Accountability, states, that an organization 

is responsible for personal information under its control and shall 

designate an individual or individuals who are accountable for the 

organization’s compliance with the following principles. Further, 

Section 4.1.3, states that an organization is responsible for 

personal information in its possession or custody, including 

information that has been transferred to a third party for 

processing. The organization shall use contractual or other 

means to provide a comparable level of protection while the 

information is being processed by a third party.”
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Accountability principle

¬ OPC Cross Border Guideline:

¬ “As the principle suggests, the primary means by which an organization 

may protect personal information that is sent to a third party for processing 

is through a contract.

¬ Regardless of where the information is being processed - whether in 

Canada or in a foreign country - the organization must take all reasonable 

steps to protect it from unauthorized uses and disclosures while it is in the 

hands of the third party processor. The organization must be satisfied that 

the third party has policies and processes in place, including training for its 

staff and effective security measures, to ensure that the information in its 

care is properly safeguarded at all times. It should also have the right to 

audit and inspect how the third party handles and stores personal 

information, and exercise the right to audit and inspect when warranted.”
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Accountability principle

¬ “In relation to this analysis, we note that the overarching Accountability Principle 

states, in Section 4.1, that an organization is responsible for personal 

information under its control and shall designate an individual or individuals who 

are accountable for the organization’s compliance with the PIPEDA principles. It 

is therefore a key aspect of accountability that the individual designated by the 

organization, in this case, Equifax Canada’s CPO, must have tools and 

structures in place to enable him or her to be truly accountable for the handling 

of personal information.

¬ In this context we examined the nature of the controls put in place by Equifax 

Canada, including the role of its CPO, to ensure that Canadian personal 

information processed by Equifax Inc. receives a level of protection comparable 

to that required under PIPEDA.

¬ To determine the appropriate level of controls, consideration must be given to 

both the scope and sensitivity of personal information being handled. In some 

cases where the third party is closely affiliated and the personal information 

being handled is of limited scope and sensitivity, it may be possible to rely on 

light controls and pre-existing, adequate, policies and practices of the third party 

to fulfil the obligations under 4.1.3”
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Accountability principle

¬ “In a case where a substantial volume of sensitive personal information belonging to a large number of 

individuals is being handled over a prolonged period, the level of controls should be commensurately 

high. In such a situation, in our view, PIPEDA Principle 4.1.3 requires, at a minimum:

¬ a. A formal written arrangement, updated periodically and in the case of material changes, which 

should generally include details about the following:

¬ what personal information is being handled by the third party, including both information shared by 

the organization and any information collected directly by the third party on behalf of the 

organization;

¬ what specific rules, regulations and standards need to be complied with in the handling of the 

information, including PIPEDA;

¬ the roles and responsibilities of key stakeholders within both organizations for the handling of the 

personal information, including responsibilities for specific functions, decision-making, safeguards 

and breach response;

¬ information security obligations;

¬ acceptable uses of the information;

¬ retention and destruction obligations; and

¬ reporting and oversight arrangements to ensure compliance with the above, including reporting 

obligations in the case of a breach that could compromise the personal information.
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Accountability principle

¬ b. A structured program for monitoring compliance against the obligations laid out in 

the arrangement. The program should be suitable to the scope and sensitivity of the 

personal information being handled. It should include:

¬ mechanisms for periodic reporting by the third party on the handling of the 

personal information; and,

¬ where scope and sensitivity of the personal information handled is significant, 

mechanisms to ensure periodic external assessment (by the organization or an 

appropriate third party) of compliance with the full range of obligations described 

in the written arrangement.

¬ When a third party is handling personal information for an organization, it is important 

that the organization have measures in place to periodically ensure that the third 

party is actually fulfilling its obligations to protect that personal information. This could 

include reviewing reporting from the third party on information handling, third party 

audits or certifications against clearly laid out obligations, or direct oversight of the 

third party on a periodic basis. Where, as in this case, the third party is continuously 

processing a significant volume of sensitive personal information, these measures 

must be commensurately robust. Such measures can be used by the designated 

Privacy Officer to ensure they fulfil their accountability role wherever information is 

held.
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Accountability principle

¬ In addition, our investigation found a range of other significant gaps in 

accountability for the handling of Canadian personal information:

¬ Breach Response: Timely and comprehensive breach response can 

reduce the risk to individuals affected by a breach, and relies on effective 

coordination and communication where there are multiple parties involved…

¬ Clarity about scope of personal information handled: Understanding 

what is being processed, and why, is a fundamental building block of 

accountability. 

¬ Clarity about roles and responsibilities: Clarity about who does what and 

who is responsible is also critical to ensuring effective accountability... In our 

view, as Equifax Canada is the controller for this personal information, 

Equifax Canada’s designated Privacy Officer, the Equifax Canada CPO, is 

accountable for the personal information, wherever it is held or processed.
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Accountability principle

¬ “In our view, it would generally be reasonable, for the purpose of assessing a 

third party’s compliance with PIPEDA’s safeguards requirements, for an 

organization to rely on an up-to-date security certification conducted under the 

following conditions: (i) by an appropriate party, (ii) against an appropriate 

security standard, and (iii) in the absence of contradictory indicators of security 

concerns.

¬ The standard used in this case, ISO 27001, is appropriate, as it is specific to 

information security, comprehensive, peer reviewed, regularly updated, and 

broadly recognized….

¬ However, in this case, Equifax Canada was also privy to other information 

about Equifax Inc.’s security practices which clearly cast doubt as to whether 

Equifax Inc. remained ISO 27001 compliant…

¬ In the context of this additional knowledge by Equifax Canada, it was therefore 

not reasonable for it to rely on the ISO 27001 certification as assurance of 

adequate security by Equifax Inc. Cognizant of such poor practices, Equifax 

Canada should have taken further measures to assess the security of Canadian 

personal information held by Equifax Inc. and ensure that any necessary 

corrective measures were taken in a timely way.”
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Processor independent PIPEDA obligations

¬ “Equifax Inc.’s safeguards were lacking in the following four areas:

¬ vulnerability management;

¬ network segregation;

¬ implementation of basic information security practices; and

¬ oversight.

¬ In our view, the specific weaknesses described above individually 

and collectively constitute failures to implement appropriate security 

safeguards given the volume and sensitivity of the personal 

information held by Equifax Inc. Consequently, in relation to the 

safeguards of personal information by Equifax Inc., the matter is 

well-founded.”
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Processor independent PIPEDA obligations

¬ “PIPEDA Principle 5 – Limiting Use, Disclosure, and Retention, 

requires, in Principle 4.5.3, that personal information that is no longer 

required to fulfil the identified purposes should be destroyed, erased, or 

made anonymous, and that organizations shall develop guidelines and 

implement procedures to govern the destruction of personal 

information…

¬ It was evident during our investigation that key staff lacked adequate 

knowledge and awareness about the retention policy, that the policy 

was not being respected and that monitoring for compliance was not 

being carried out.

¬ In light of the failure of Equifax Inc. to implement its retention policies, 

with respect to compliance with the retention and destruction 

requirements of PIPEDA Principle 5, the matter is well-founded.”
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Internal security safeguards

¬ Under the PIPEDA Safeguards Principle (4.7)…personal information 

must be protected by security safeguards appropriate to the 

sensitivity of the information. 

¬ For an organization protecting significant volumes of sensitive 

personal information, as is the case for Equifax Canada, in our view 

the following high level oversight mechanisms, or alternative 

equivalent measures, would be required under PIPEDA’s safeguards 

principle:

¬ at least annually, a comprehensive internal assessment of the full 

security program, and at least every two years, a comprehensive 

external security audit;

¬ regular internal and external penetration testing (frequency 

based on context, including risk assessment and complexity), 

including comprehensive external penetration testing at least 

annually.
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Internal security safeguards

¬ “Fundamentally, penetration testing is an authorized simulated attack 

on an organization’s systems and is used to evaluate the security of 

the system… The internal penetration testing specific to Equifax 

Canada at the time of the breach had two major deficiencies:

¬ It should have been conducted more often than once a year 

considering the context, which included a high volume of sensitive 

information and risks identified; and

¬ It did not include basic, necessary components of penetration 

testing. The testing conducted did not include the use of any 

exploitation tools used by attackers, and overall, employed a very 

limited menu of tools and techniques…”
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PIPEDA Report of Findings #2019-002
(Facebook)
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Consent for TYDL (this is your digital life)

¬ “…in our view, when Facebook provides third party applications with 

access to personal information under its control via its Graph API, this 

constitutes a disclosure by Facebook. Accordingly, under PIPEDA, 

Facebook is required to ensure knowledge and meaningful consent for 

that disclosure…

¬ “In order for consent to be considered meaningful, organisations must 

inform individuals of their privacy practices in a clear, comprehensive 

and understandable manner. The provision of this information should 

be presented in a timely manner, such that users have the relevant 

information and context needed to make an informed decision before or 

at the time when their personal information is collected, used or 

disclosed. As of June 2015, PIPEDA also stipulates that consent of 

individuals is only valid if it is reasonable to expect the individual would 

understand the nature, purposes and consequences of the collection, 

use or disclosure of personal information to which they are consenting.”
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Consent for TYDL APP from installing users –
direct by FB

¬ Facebook asserts that all Facebook users must agree to terms 

and conditions when they register their account. These terms and 

conditions were set out in two public-facing policies, then-titled 

Statement of Rights and Responsibilities (“SRR”) and Data Use 

Policy (“DP”).

¬ The DP: ““Controlling what information you share with 

applications […]When you connect with a game, application or 

website – such as by going to a game, logging in to a website 

using your Facebook account, or adding an app to your timeline –

we give the game, application, or website (sometimes referred to 

as just “applications” or “apps”) your basic info (we sometimes 

call this your “public profile”), which includes your User ID and 

your public information. We also give them your friends’ User IDs 

(also called your friend list) as part of your basic info.”
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Consent for TYDL APP from installing users –
consent via Apps

¬ SRR: “When you [user] use an application, the application may ask for your 

permission to access your content and information as well as content and 

information that others have shared with you. We [Facebook] require 

applications to respect your privacy, and your agreement with that 

application will control how the application can use, store, and transfer that 

content and information. (To learn more about Platform, including how you 

can control what information other people may share with applications, read 

our Data Use Policy and Platform Page.)”

¬ “Facebook relies on apps to obtain consent from Installing Users for the 

disclosure of users’ personal information to the app. During the relevant 

period, Facebook maintained that, prior to an app being installed, Installing 

Users would have been presented with an app-installation dialog box which 

provided information about the categories of information the app would 

receive if installed, and a link to a privacy policy for the app. Facebook 

asserts that this would have been the case for the TYDL App.”
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Consent for TYDL APP from installing users –
direct consent

¬ “Facebook submits that in 2013, when a user installed an app, they 

would be presented with a dialog box which specified the 

information that the app was requesting at a granular level…

¬ Facebook submits that similar settings and controls were accessible 

at any time from the users’ “application settings” page…

¬ Facebook submits that the granular data permissions effectively: 

allowed app users to limit the information apps would get by default, 

allowed users to block apps, limited—using technical measures—

the information apps would receive, and ensured that users were 

presented with a link to a privacy policy by an app developer during 

the app installation process.”
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Consent for TYDL APP from installing users –
direct by FB

“… we are of the view that the language in the … DP (Data use 

Policy), itself, would have been too broad to be relied upon as 

meaningful consent for disclosures of personal information to the 

TYDL App. Even if the user had actually found and read the 

relevant language in these documents, which total 4500 and 9100 

words in length, respectively, these documents did not highlight 

the purposes for which Facebook would have disclosed a user’s 

personal information to the TYDL App, or the potential 

consequences of such a disclosure.”
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Consent for TYDL APP from installing users –
consent via Apps

“We have previously found that organisations may rely, in 

appropriate circumstances, on consent obtained by third party 

organisations. However, the organization relying on consent 

obtained by the third party should take reasonable measures to 

ensure the third party is actually obtaining meaningful consent. 

The organization relying on consent obtained by the third party 

is still ultimately responsible for meeting its obligations under 

the Act.”
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Consent for TYDL APP from installing users –
consent via Apps

¬ “We note that Facebook controls the disclosure of vast amounts of potentially 

sensitive personal information of hundreds of millions of users to millions of 

apps. The level of sophistication of the organizations collecting personal 

information via those apps, and the manner in which they communicate their 

privacy practices to users, will vary considerably. ln this context, Facebook: (i) 

relies on a standard-form policy that apps must provide a link to a privacy 

policy that tells users what user data they are going to use and how they will 

use it; and then (ii) only checks that the link is operable. This is wholly 

insufficient to ensure Facebook users have provided meaningful consent.

¬ In particular, we are of the view that, by relying on a link to the app’s privacy 

policy without ever verifying that the link actually leads to a privacy policy that 

explains the purposes for which the individual’s personal information will be 

used, Facebook is not making a reasonable effort to ensure that individuals are 

receiving the information they need to support their meaningful consent.

¬ Consequently, in our view, Facebook has not demonstrated that it obtains 

meaningful consent for its disclosures to apps.”
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Consent for TYDL APP from installing users –
consent via Apps

“Facebook relied on apps to obtain consent from users for its disclosures to 

those apps, but Facebook was unable to demonstrate that: (a) the TYDL App 

actually obtained meaningful consent for its purposes, including potentially, 

political purposes; or (b) Facebook made reasonable efforts, in particular by 

reviewing privacy communications, to ensure that the TYDL App, and apps in 

general, were obtaining meaningful consent from users.”

“Facebook did not implement this model in a way that ensured meaningful 

consent. In particular, Facebook did not check that the “operable link” 

displayed during installation led to a document that explained the app’s 

privacy practices, nor that those explanations were sufficient to support 

meaningful consent for Facebook’s disclosure of users’ information to the 

app. A framework or general approach cannot produce real protection unless 

it is accompanied by meaningful information to the users whose personal 

information is to be disclosed.”
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Consent for TYDL APP from affected users 
(friends)

¬ FB DP: “Controlling what is shared when the people you share with use 

applications

¬ Just like when you share information by email or elsewhere on the web, 

information you share on Facebook can be re-shared. This means that if you 

share something on Facebook, anyone who can see it can share it with others, 

including the games, applications, and websites they use…

¬ You can control most of the information other people can share with applications 

they use from the “App” settings page. But these controls do not let you limit 

access to your public information and friend list.

¬ If you want to completely block applications from getting your information when 

your friends and others use them, you will need to turn off all Platform 

applications. This means that you will no longer be able to use any third-party 

Facebook-integrated games, applications or websites.

¬ If an application asks permission from someone else to access your information, 

the application will be allowed to use that information only in connection with the 

person that gave the permission, and no one else.”
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Consent for TYDL APP from affected users

¬ “Affected Users for any app, including the TYDL App, had no way of 

truly knowing what personal information would be disclosed to which 

app and for what purposes. Furthermore, we note that users would 

have generally agreed to the DP upon sign-up with Facebook. We 

do not find it reasonable to expect users to provide consent, in 

advance, to disclosures of their personal information that could 

occur years later, to unknown apps for unknown purposes….

¬ we are of the view that Facebook should have obtained express 

consent on an app-by-app basis before disclosure of any personal 

information that an Affected User had restricted to “friends” only.”
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Facebook’s safeguard obligations against 
unauthorized access, use and disclosure

¬ What obligations does a controller have after a disclosure of personal 

information?

¬ “Facebook’s Platform Policy required the TYDL App to: only request the 

data it needed to operate the TYDL App, not transfer data to third parties, 

and not use the data outside of the application. The Platform Policy also 

required… “subject to certain restrictions, including on use and transfer, 

users give [apps] their basic account information when they connect with 

[app developer’s] application. For all other data obtained through use of the 

Facebook API, [app developer] must obtain explicit consent from the user 

who provided the data to us before using it for any purpose other than 

displaying it back to the user on [app developer’s] application.””

¬ “there was an unauthorized access and use of Facebook users’ personal 

information. The question at hand is whether Facebook had adequate 

safeguards in place to protect against this.”
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Facebook’s safeguard obligations

¬ “Facebook did not have adequate proactive monitoring, or enforcement, of 

apps’ compliance with the Platform Policy. Other than for “Top Apps”, 

Facebook relied too heavily on inadequate reactive measures. While Graph 

v.2 and App Review represent a safeguards improvement, in that they are 

proactive measures to protect against apps’ unauthorized access to users’ 

information, Facebook has provided insufficient evidence that its ongoing 

monitoring and enforcement adequately safeguards users’ information 

against unauthorized use or onward disclosure, after the one-time App 

Review process.”

¬ “However, for the more than 300,000 apps which Facebook granted 

extended permissions, these measures do nothing to ensure ongoing 

compliance with respect to third-party apps’ use and disclosure of user data 

for which Facebook has approved that access. For example, they do not 

ensure the app uses the information in a manner that is consistent with the 

app’s representations to Facebook during App review, or with Facebook’s 

policies.”
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Accountability

¬ How does the accountability principle relate to PIPEDA’s other 

principles?

¬ 4.1 Principle 1 — Accountability “An organization is responsible for 

personal information under its control and shall designate an individual or 

individuals who are accountable for the organization’s compliance with the 

following principles.”

¬ 4.1.4 Organizations shall implement policies and practices to give effect to 

the principles, including (a) implementing procedures to protect personal 

information…”

¬ “PIPEDA and PIPA provide that an organisation is responsible for the 

personal information under its control (Clause 4.1 of Schedule 1 of PIPEDA, 

and ss. 4(2) of PIPA). They further require that organisations implement 

policies and practices to give effect to the principles, including, among other 

things, implementing procedures to protect personal information (Clause 

4.1.4(a) of Schedule 1 of PIPEDA, and s. 5 of PIPA).”
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Accountability

“In our view, Facebook’s failure to take responsibility for its 

own privacy practices indicates a clear and concerning lack of 

accountability. Facebook did not take real responsibility for the 

vast amounts of user information, much of it sensitive, within its 

control, in that it did not implement sufficient practices and 

procedures to give effect to the principles set forth in PIPEDA 

and PIPA.  In sum, we agree that Facebook’s privacy 

practices...represent… a serious failure with respect to 

Facebook’s ongoing compliance with Canadian and British 

Columbia privacy law.”
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Fashion ID GmbH & Co. KG v Verbraucherzentrale

NRW e.V. Case C-40/17 (Advocate General Opinion)

¬ Whether a person that transfers personal data via a plug-in to a social 

network (Facebook) is a joint controller responsible for all uses of the 

personal data by the social network.

¬ “Will effective protection be enhanced if everyone is made responsible for 

ensuring it?

¬ That, in a nutshell, is the deeper moral and practical dilemma demonstrated 

by the present case and expressed in legal terms by the scope of the 

definition of (joint) controller. In the understandable desire to secure the 

effective protection of personal data, the recent case-law of the Court has 

been very inclusive when being asked to define, in one way or another, the 

notion of (joint) controller. So far, however, the Court has not been faced 

with the practical implications of such a sweeping definitional approach with 

regard to the subsequent steps of exact duties and specific liability of 

parties who are classified as joint controllers.”
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Fashion ID GmbH & Co. KG v Verbraucherzentrale

NRW e.V. Case C-40/17 (Advocate General Opinion)

¬ “there ought to be, perhaps not always an exact match, but at least a 

reasonable correlation between power, control, and responsibility. Modern 

law naturally includes various forms of objective liability, which will be 

triggered merely by certain results occurring. But those tend to be justified 

exceptions. If, without any reasoned explanation, responsibility is attributed 

to someone who had no control over the result, such allocation of liability 

will typically be seen as unreasonable or unjust…

¬ Finally, no good (interpretation of the) law should reach a result in which the 

obligations provided therein cannot actually be carried out by its 

addressees. Thus, unless the robust definition of (joint) control is not 

supposed to turn into a judicially sponsored command to disconnect which 

is applicable to all actors, and to refrain from using any social networks, 

plug-ins, and potentially other third-party content for that matter, then in 

defining the obligations and responsibilities, reality must play a role, again 

including issues of knowledge and genuine bargaining power and the ability 

to influence any of the imputed activities.”
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Fashion ID GmbH & Co. KG v Verbraucherzentrale

NRW e.V. Case C-40/17 (Advocate General Opinion)

¬ “On the facts in the present case, it thus appears that the Defendant and 

Facebook Ireland co-decide on the means and purposes of the data processing at 

the stage of the collection and transmission of the personal data at issue. To that 

extent, the Defendant acts as a controller and its liability is, to that extent as well, 

joint with that of Facebook Ireland.

¬ At the same time, I consider that the liability of the Defendant has to be limited to 

the stage of the data processing, in which it is engaged and that it cannot spill over 

into any potential subsequent stages of data processing, if such processing occurs 

outside the control and, it would appear, also without the knowledge of the 

Defendant.

¬ In the light of the above, my second interim conclusion is therefore that a person, 

such as the Defendant, that has embedded a third-party plug-in in its website, 

which causes the collection and transmission of the user’s personal data (that third 

party having provided the plug-in), shall be considered to be a controller within the 

meaning of Article 2(d) of Directive 95/46. However, that controller’s (joint) 

responsibility is limited to those operations for which it effectively co-decides on the 

means and purposes of the processing of the personal data.”
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Reference re subsection 18.3(1) of the Federal Courts Act, 

R.S.C. 1985, c. F-7, 2019 FC 261 (Google right to be forgotten)

¬ The Privacy Commissioner has chosen to refer only those two 

jurisdictional issues to the Court and in its Notice of Application, has 

formulated the reference questions as follows:

¬ (1)  Does Google, in the operation of its search engine service, 

collect, use or disclose personal information in the course of 

commercial activities within the meaning of paragraph 4(1)(a) of 

PIPEDA when it indexes webpages and presents search results in 

response to searches of an individual’s name?

¬ (2)  Is the operation of Google’s search engine service excluded 

from the application of Part I of PIPEDA by virtue of paragraph 

4(2)(c) of PIPEDA because it involves the collection, use or 

disclosure of personal information for journalistic, artistic or literary 

purposes and for no other purpose?
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Reference re subsection 18.3(1) of the Federal Courts Act, 

R.S.C. 1985, c. F-7, 2019 FC 261 

¬ “The Court accepts that the determination of the issues on this reference 

may require consideration of the Charter. Indeed, the Court must ensure 

that it interprets the provisions of PIPEDA that are at issue in a manner 

that respects rather than offends constitutionally protected rights. That 

said, there is a difference between using the Charter as an aid to 

statutory interpretation and using it to challenge the applicability or 

validity of the statute. The reference questions as framed contemplate 

the consideration of the Charter in the interpretation of s 4(1)(a) and 

4(2)(c) of PIPEDA, but does not include the determination of whether, 

when properly interpreted, their application would contravene the 

Charter.”

¬ OPC also not asking the Court to determine whether there is a right 

to be forgotten or if such a right would offend the Charter.
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Privacy Class Actions

¬ Broutzas v. Rouge Valley Health System, 2018 ONSC 6315 (hospital 

employees accessing PHI and disclosing contact information used to 

sell RESPs; not certified failing common issues and preferable 

procedures criterion; claims under s65 OHIPA, negligence (against 

some of the defendants) recognized; rejection of claim of intrusion on 

seclusion as there was intrusion by not “on seclusion”.)

¬ Kaplan v. Casino Rama, 2019 ONSC 2025 (hacker posts PI of 11,000 

people online after cyber attack; not certified failing common issue 

criterion; claims for neglience, breach of contract and intrusión upon 

seclusion recognized.)

¬ Tocco v. Bell Mobility Inc., 2019 ONSC 2916 (alleged use of PI for 

relevant advertising program (RAP) based on findings of OPC certified 

based on numerous causes of action including breach of contract, 

negligence, intrusion upon seclusion, breach of Consumer Protection 

Act).
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British Columbia v. Philip Morris International, 
Inc., [2018] 2 SCR 595

¬ HMTQ v. Philip Morris International, Inc., 2017 BCCA 69 “Once stripped of personal 

identifiers, disclosure of the anonymized data poses no realistic threat to personal 

privacy.” Reversed.

¬ “Unlike the courts below, however, I would reject Philip Morris’s submission that 

simply because the databases, due to their aggregate nature, may be of a “very 

different character” than original clinical records, they must therefore fall outside of 

the protective scope of s. 2(5)(b). As already shown, the databases are both 

“records” and “documents” within the meaning of the Act. They store the health care 

information of particular individual insured persons. And, while that information is 

stored on an aggregate rather than individual basis, each data entry in the 

databases is derived from particular individuals’ clinical records. The mere alteration 

of the method by which that health care information is stored — that is, by compiling 

it from individual clinical records into aggregate databases — does not change the 

nature of the information itself. Even in an aggregate form, the databases, to the 

extent that they contain information drawn from individuals’ clinical records, remain 

“health care records and documents of particular individual insured persons”.”
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Jane Doe 72511 v. Morgan, 2018 ONSC 6607

¬ Does Ontario have the tort of “public disclosure of 

embarrassing facts”?

¬ “A strength of the common law is its ability to evolve and adapt to 

changing circumstances. Of course new remedies should not 

simply be invented willy-nilly. But the tort of public disclosure of 

private facts is hardly new or novel. It has existed in U.S. law for 

decades. Despite its vintage, it is well-suited for use in the context 

of internet posting and distribution of intimate and sexually explicit 

images and recordings. It is the cousin to another privacy tort 

already recognized in Ontario, intrusion on seclusion. As such it is 

an appropriate, proportionate legal response to a growing 

problem enabled by new technology.”

4119172128

http://www.omarha-redeye.com/wp-content/uploads/2018/11/Jane-Doe-72511-v-Morgan.pdf


McCarthy Tétrault LLP / mccarthy.ca

Jane Doe 72511 v. Morgan, 2018 ONSC 6607

¬ Court follows decision in Jane Doe 464533 v. N.D., 2016 ONSC 

541 holding:

¬ To establish liability, the plaintiff must therefore prove that: 

¬ (a) the defendant publicized an aspect of the plaintiff’s private 

life; 

¬ (b) the plaintiff did not consent to the publication; 

¬ (c) the matter publicized or its publication would be highly 

offensive to a reasonable person; and 

¬ (d) the publication was not of legitimate concern to the public.
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R. v. Jarvis, 2019 SCC 10 

¬ Voyeurism 162 (1) Every one commits an offence who, surreptitiously, 

observes — including by mechanical or electronic means — or makes 

a visual recording of a person who is in circumstances that give rise to 

a reasonable expectation of privacy, if… (c) the observation or 

recording is done for a sexual purpose.

¬ “In my view, circumstances that give rise to a reasonable expectation 

of privacy for the purposes of s. 162(1) are circumstances in which a 

person would reasonably expect not to be the subject of the type of 

observation or recording that in fact occurred. The inquiry into whether 

a person who was observed or recorded was in such circumstances 

should take into account the entire context in which the impugned 

observation or recording took place.”
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R. v. Jarvis, 2019 SCC 10 

¬ “The following non-exhaustive list of considerations may assist a court in 

determining whether a person who was observed or recorded was in 

circumstances that give rise to a reasonable expectation of privacy:

¬ (1) The location the person was in when she was observed or recorded. The 

fact that the location was one from which the person had sought to exclude all 

others, in which she felt confident that she was not being observed, or in which 

she expected to be observed only by a select group of people may inform whether 

there was a reasonable expectation of privacy in a particular case.

¬ (2) The nature of the impugned conduct, that is, whether it consisted of 

observation or recording. Given that recording is more intrusive on privacy than 

mere observation, a person’s expectation regarding whether she will be observed 

may reasonably be different than her expectation regarding whether she will be 

recorded in any particular situation. The heightened impact of recording 

on privacy has been recognized by this Court in other contexts, as will be 

discussed further at para. 62 of these reasons.

¬ (3) Awareness of or consent to potential observation or recording. I will 

discuss further how awareness of observation or recording may inform the 

reasonable expectation of privacy inquiry at para. 33 of these reasons.
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R. v. Jarvis, 2019 SCC 10 

¬ (5) The subject matter or content of the observation or 

recording. Relevant considerations may include whether the 

observation or recording targeted a specific person or persons, 

what activity the person who was observed or recorded was 

engaged in at the relevant time, and whether the focus of the 

observation or recording was on intimate parts of a person’s 

body. This Court has recognized, in other contexts, that the 

nature and quality of the information at issue are relevant to 

assessing reasonable expectations of privacy in that information. 

As I will discuss further at paras. 65-67 of these reasons, this 

principle is relevant in the present context as well.

¬ (6) Any rules, regulations or policies that governed the 

observation or recording in question. However, formal rules, 

regulations or policies will not necessarily be determinative, and 

the weight they are to be accorded will vary with the context.
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R. v. Jarvis, 2019 SCC 10 

¬ (7) The relationship between the person who was observed or 

recorded and the person who did the observing or 

recording. Relevant considerations may include whether the 

relationship was one of trust or authority and whether the observation 

or recording constituted a breach or abuse of the trust or authority that 

characterized the relationship. This circumstance is relevant because it 

would be reasonable for a person to expect that another person who is 

in a position of trust or authority toward her will not abuse this position 

by engaging in unconsented, unauthorized, unwanted or otherwise 

inappropriate observation or recording.

¬ (8) The purpose for which the observation or recording was 

done. I will explain why this may be a relevant consideration at paras. 

31-32 of these reasons.

¬ (9) The personal attributes of the person who was observed or 

recorded. Considerations such as whether the person was a child or a 

young person may be relevant in some contexts.
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R. v. Jarvis, 2019 SCC 10 

¬ “The concept of “privacy” defies easy definition, and I do not propose to 

offer a comprehensive definition here. However, in a general sense and 

as ordinarily used, the word “privacy” includes the concept of freedom 

from unwanted scrutiny, intrusion or attention. Section 162(1) is 

specifically directed at two types of attention: observation and visual 

recording. The opening words of s. 162(1) therefore suggest that the 

“reasonable expectation of privacy” with which the provision is concerned 

is an expectation that one will not be observed or visually recorded.”

¬ The concept of “privacy” defies easy definition, and I do not propose to 

offer a comprehensive definition here. However, in a general sense and 

as ordinarily used, the word “privacy” includes the concept of freedom 

from unwanted scrutiny, intrusion or attention. Section 162(1) is 

specifically directed at two types of attention: observation and visual 

recording. The opening words of s. 162(1) therefore suggest that the 

“reasonable expectation of privacy” with which the provision is concerned 

is an expectation that one will not be observed or visually recorded.”
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R. v. Jarvis, 2019 SCC 10 

¬ The concept of “reasonable expectation of privacy” has played a 

central role in the jurisprudence on s. 8 of the Charter since this 

Court’s earliest decisions interpreting that provision..

¬ The first of these principles is that determining whether a person 

can reasonably expect privacy in a particular situation requires a 

contextual assessment that takes into account the totality of the 

circumstances…

¬ privacy is not an “all-or-nothing” concept. In other words, simply 

because a person is in circumstances where she does not expect 

complete privacy does not mean that she waives all reasonable 

expectations of privacy…

¬ the concept of privacy encompasses a number of related types of 

privacy interests. These include not only territorial privacy interests 

— “involving varying expectations of privacy in the places we 

occupy”…— but, significant to the case at bar, personal and 

informational privacy interests…
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R. v. Jarvis, 2019 SCC 10 

¬ “The s. 8 jurisprudence makes it clear that “reasonable expectation 

of privacy” is a normative rather than a descriptive standard: see 

Tessling, at para. 42. This Court has also found that the question of 

whether a person claiming the protection of s. 8 had such an 

expectation cannot be answered by falling back on a “risk analysis” —

that is, by reducing the inquiry to whether the person put themselves 

at risk of the intrusion they experienced: Duarte, at pp. 47-48; Wong, 

at p. 45.  Both of these propositions apply in the s. 162(1) context. 

Whether a person reasonably expects privacy is necessarily a 

normative question that is to be answered in light of the norms of 

conduct in our society. And whether a person can reasonably expect 

not to be the subject of a particular type of observation or recording 

cannot be determined simply on the basis of whether there was a risk 

that the person would be observed or recorded. enacting s. 162(1)”

¬ See also, R v Trinchi 2019 ONCA 356 
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R. v. Mills, 2019 SCC 22

¬ “A police officer posed online as a 14-year-old girl named Leann, with the intent of 

catching Internet child lurers. Using Facebook and Hotmail, M sent Leann sexually 

explicit messages and arranged a meeting in a park, where he was arrested and 

charged with child luring. Without having obtained prior judicial authorization, the 

officer used screen capture software to create a record of his online 

communications with M as evidence for trial. M applied for the exclusion of the 

evidence. 

¬ Section 8 of the Charter was not engaged when the officer captured M’s electronic 

communications. To claim s. 8’s protection, an accused must show a subjectively 

held and objectively reasonable expectation of privacy in the subject matter of the 

putative search. M could not claim an expectation of privacy that was objectively 

reasonable because M was communicating with someone he believed to be a 

child, who was a stranger to him, and the investigatory technique meant that the 

undercover officer knew this when he created her. On the facts of this case, giving 

judicial sanction to the particular form of unauthorized surveillance in question 

would not see the amount of privacy and freedom remaining to citizens diminished 

to a compass inconsistent with the aims of a free and open society, if expectations 

of privacy are to express a normative, rather than descriptive, standard. Therefore, 

the sting did not require prior judicial authorization.”
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OSFI Technology and Cyber Security Incident 
Reporting (effective Mar. 2019)

¬ “For the purpose of this Advisory, a technology or cyber security 

incident is defined to have the potential to, or has been assessed to, 

materially impact the normal operations of a FRFI, including 

confidentiality, integrity or availability of its systems and 

information.”

¬ “Technology or Cyber Security Incidents assessed by a FRFI to be 

of a high or critical severity level should be reported to OSFI.”

¬ Includes:

¬ Criteria for Reporting

¬ Initial Notification Requirements

¬ Subsequent Reporting Requirements

¬ Appendix which provides some examples of reportable 

incidents.
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Canada’s Digital Charter
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California Consumer Privacy Act of 2018

¬ Gives consumers right to learn categories of personal information 

that businesses collect, sell, or disclose about them, and to whom 

information is sold or disclosed. 

¬ Gives consumers right to prevent businesses from selling or 

disclosing their personal information.

¬ Prohibits businesses from discriminating against consumers who 

exercise these rights. 

¬ Allows consumers to sue businesses for security breaches of 

consumers’ data, even if consumers cannot prove injury. 

¬ Allows for enforcement by consumers, whistleblowers, or public 

agencies. Imposes civil penalties. 

¬ Applies to online and brick-and-mortar businesses that meet 

specific criteria. AG California Summary, Dec. 18, 2017.
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Canada  Directive on Automated Decision-
Making (effective April 1, 2019)

• “The objective of this Directive is to ensure that Automated Decision 

Systems are deployed in a manner that reduces risks to Canadians and 

federal institutions, and leads to more efficient, accurate, consistent, and 

interpretable decisions made pursuant to Canadian law.”

• See, Risk Management Framework in Appendices.

o See also, 

o Singapore A proposed Model Artificial Intelligence Governance 

Framework, January 2019 

o EU Commission High Level Expert Group on AI, Ethics Guidelines for 

Trustworthy AI (April 2019)

o Artificial Intelligence: Australia’s Ethics Framework (April 2019)

o OECD Council Recommendation on Artificial Intelligence (May 2019)

o ITECHLAW: Responsible AI: A Global Policy Framework (May 2019)
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Canada  Directive on Automated Decision-
Making

Access to components

• If using a proprietary license, ensuring that:

• All released versions of proprietary software components used for 

Automated Decision Systems are delivered to, and safeguarded by, 

the department.

• The Government of Canada retains the right to access and test the 

Automated Decision System, including all released versions of 

proprietary software components, in case it is necessary for a 

specific audit, investigation, inspection, examination, enforcement 

action, or judicial proceeding, subject to safeguards against 

unauthorized disclosure.

• As part of this access, the Government of Canada retains the right to 

authorize external parties to review and audit these components as 

necessary.

• Release of source codes.
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Kahn v. Upper Grand District School Board, 
2019 HRTO 863

¬ Does raw data to a psychological testing tool have to be produced to 

enable expert analysis to determine discrimination based in 

disability?

¬ “The issue of whether psychologists should be required to disclose raw 

data from copyrighted assessment tools has been considered in the 

courts…The existence of the two competing interests that arise in this 

situation was succinctly described in Asrat v. 1438305 Ontario Inc., et al, 

2017 ONSC 3801 (CanLII) as follows (at paragraph 8):

¬ The first is the public interest in having all relevant evidence before the 

Court. In that regard, Justice Edwards [in Long et al. v. Dundee Resort 

et al., 2012 ONSC 3202 (CanLII)] discussed the importance of counsel 

having the raw data once the action had reached the pre-trial stage 

such that he could prepare for cross-examination of the opposing 

party’s expert. Second, there is a legitimate interest of psychologists in 

maintaining the integrity and validity of the mental health process””.
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CASL – Charter Challenge
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Employee/HR
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Sprint Electric Ltd v Buyer's Dream Ltd [2018] 
EWHC 1924 (Ch) (30 July 2018) 

¬ “With regard to the express terms of the 1997 Contract, SEL contends 

that the combined effects of Clauses 4.1 and 4.2 required BDL to make 

the Source Code and related Documents available to it. In the 1997 

Contract, “Sprint’s Business” is defined as SEL’s “business of motion 

control”. Clause 4 of the 1997 Contract is entitled “DEVELOPMENT OF 

BUSINESS” and provides as follows:

¬ “BDL undertakes that it shall:

¬ 4. 1 Use its best endeavours to develop Sprint’s Business to its 

full potential in the most economic efficient and profitable way with 

best business practice

¬ 4. 2 Disclose all material information concerning the running of 

Sprint’s Business.”
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Sprint Electric Ltd v Buyer's Dream Ltd [2018] 
EWHC 1924 (Ch) (30 July 2018) 

“The facts of the present case are different from any of these decided 

cases, in that none of the parties has called in question the description that 

they applied to the relationship pursuant to which SEL obtained the benefit 

of Dr Potamianos’ personal services. However, I consider that there is a 

clear public interest in everyone paying whatever taxes are properly due 

from them, and not escaping the payment of due taxes by devices including 

false descriptions of their contractual relationships. For this reason, I take 

the view that where, as I made clear to be the case during the course of the 

hearing, the Court has concerns that the labels that the parties have chosen 

to apply to their relationship are untrue or inaccurate, and have been 

applied as a device to avoid the payment of taxes that are properly due, the 

Court can and should consider the issue of its own motion. In the present 

case, that involves determining whether the true relationship between SEL 

on the one hand and Dr Potamianos on the other hand was that of 

employer and employee, applying the tests and guidance discussed 

above.”
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Sprint Electric Ltd v Buyer's Dream Ltd [2018] 
EWHC 1924 (Ch) (30 July 2018) 

“I am inclined not to go so far as to say that if the Court reaches the conclusion 

that the label that was applied to any particular contract in the circumstances of 

the present case was designed to deceive HMRC then the Court should treat the 

contract as illegal and unenforceable, as suggested by Lord Denning MR. I am of 

the opinion that the better view is that endorsed by Stephenson LJ, namely that 

the Court should declare the true legal position between the parties and leave it to 

HMRC to claim any taxes (and penalties) that may appear due if that 

determination differs from the label chosen by the parties and put before HMRC by 

them. In the present case, however, it seems to me that either approach would 

produce the same result, because the material issue concerns the ownership of 

copyright, and it is common ground that in accordance with section 11(2) of the 

Copyright, Designs and Patents Act 1988 (“CDPA”), where Dr Potamianos wrote 

code during the course of his employment then his employer became the owner of 

the copyright in that code. The result that SEL should be regarded as Dr 

Potamianos’ employer would be reached either by treating as illegal and 

unenforceable any contract between SEL and BDL which applied a false label to 

the relevant relationship for tax purposes, or by declaring that the true relationship 

was one of employer and employee.”
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Sprint Electric Ltd v Buyer's Dream Ltd [2018] 
EWHC 1924 (Ch) (30 July 2018) 

¬ “Pulling all these strands together, and having considered these matters for the reasons 

set out above and in spite of the fact that none of the parties argued that the 1997 

Contract did not correctly describe the true relationship pursuant to which SEL obtained 

the benefit of his personal services, I have come to the conclusion that the true 

relationship between SEL and Dr Potamianos under the 1997 Contract was that of 

employer and employee.”

¬ “In reaching that conclusion, I have paid careful regard to the submissions of BDL and Dr 

Potamianos to the effect that the only permissible approach for the Court is to construe 

the relevant terms of (among others) the 1997 Contract and identify its objective 

meaning, that the parties have to live with the contractual structures that they have 

chosen to adopt, that it is not legitimate for the Court to “look through” a structure or to 

infer that a contractor should simply be treated as if he were an employee, and that I 

should heed Lord Neuberger PSC’s precautionary observation that: “Concentrating on 

the perceived morality of the parties’ behaviour can lead to an unacceptable degree of 

uncertainty of outcome” (Thornton v Major [2009] 1 WLR 776, at [98]).”

¬ “On that basis, and as there was no agreement to the contrary, SEL was and is the 

owner of the copyright in the documents and the source code which were authored by Dr

Potamianos under the 1997 Contract, in accordance with section 11(2) of the CDPA.”
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Sprint Electric Ltd v Buyer's Dream Ltd [2018] 
EWHC 1924 (Ch) (30 July 2018) 

¬ In the alternative: “I consider that the reasoning in Griggs v Evans applies to the present 

case. A contract under which SEL agreed not only that it should pay for the creation of the 

Source Code and Related Documents but also that it should be denied ownership of, or 

even any right of access to, those materials, and be confined instead to a right to exploit 

the Object Code, is one which no reasonable persons in the position of SEL and Dr 

Potamianos would have made, and which lacks commercial and practical coherence. So 

far as concerns the nature and extent of the appropriate implied grant of rights, I consider 

that this case falls within principle (7) identified by Lightman J in [Robin Ray v Classic FM 

plc [1998] FSR 622].

¬ [“circumstances may exist when the necessity for an assignment of copyright may be 

established…..]

¬ “For these reasons, I consider that the implied term of the 1997 Contract for which SEL 

contends, namely an implied term that BDL and Dr Potamianos have at all material times 

been obliged to provide SEL with “the Source Code and Documents” as defined in 

paragraph 57 of the Particulars of Claim to the extent that the same were created by Dr

Potamianos during the existence of the 1997 Contract satisfies the conditions that (1) it is 

reasonable and equitable; (2) it is necessary to give business efficacy to the contract; (3) it 

is so obvious that “it goes without saying”; (4) it is capable of clear expression; and (5) it 

does not contradict any express term of the contract.”
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Sprint Electric Ltd v Buyer's Dream Ltd [2018] 
EWHC 1924 (Ch) (30 July 2018) 

“In cases, like the present, which relate to events which happened 

over many years, in which feelings run high, and in which individuals 

have taken up entrenched positions in their written evidence by the 

time the case comes to trial, there are significant risks that witnesses 

may be honest but mistaken about what took place, and may give 

evidence about what they would like to think happened rather than 

what they can truly recollect. These factors make the appraisal of 

their evidence more difficult. At the end of the day, the best guide to 

the truth is often to be found not so much in the demeanour of the 

protagonists, or even concessions made in cross-examination, but in 

the contemporary documents and in an objective appraisal of the 

probabilities overall.”
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M.W. v Samsom Industries Ltd., 2019 CanLII 
48076 (MB LB)

¬ Is a refusal to provide a password to an employee/bookkeeper’s 

computer which leaves the company in a difficult position just 

cause for dismissal?

¬ “The seminal case on the modern concept of just cause is found in 

the dissenting opinion of Schroeder, J.A. in R. v. Arthurs, Ex parte

Port Arthur Shipbuilding Co., (1967), 1967 CanLII 30 (ON CA), 62 

D.L.R. (2d) 342 (Ont. C.A.) rev’d 1968 CanLII 29 (SCC), [1969] 

S.C.R. 85:

¬ If an employee has been guilty of serious misconduct, habitual 

neglect of duty, incompetence, or conduct incompatible with his 

duties, or prejudicial to the employer’s business, or if he has 

been guilty of willful disobedience to the employer’s orders in a 

matter of substance, the law recognizes the employer’s right 

summarily to dismiss the delinquent employee.”
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M.W. v Samsom Industries Ltd., 2019 CanLII 
48076 (MB LB)

“The determination for this Board is whether the Employee’s 

conduct is sufficiently serious that it would give rise to a 

breakdown in the employment relationship. Having regard to 

all of the circumstances, the Board is not convinced that the 

Employer’s response to terminate was proportional to the 

Employee’s actions, specifically in light of the Board’s finding 

that theft was not established by the Employer. Accordingly, 

the Employer has not satisfied the Board that the employment 

of the Employee was terminated for just cause and, therefore, 

the Employee is entitled to the wages in lieu of notice as 

provided for in this Order.”
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Menard v. The Centre for International 
Governance Innovation, 2019 ONSC 858 

¬ Is using P2P software to share copyright content (60 GB) and copying 

documents to bring home contrary to employer policies grounds for 

dismissal for cause?

¬ “With respect to the use of peer-to-peer software and downloading material, 

at the end of the day this does not constitute cause for dismissal without 

notice. 

¬ At most, CIGI can show that this activity violated one or more internal 

policies of CIGI.  There was no nefarious intent on Mr. Menard’s part, and 

indeed he made no attempt to hide what he was doing.  He testified, without 

contradiction, that someone from the IT department assisted him in installing 

the peer-to-peer software.  When Mr. Miller discovered, in a limited way, that 

some peer-to-peer software was being used, Mr. Miller did not report it to 

anyone or take any other action.  I am not suggesting that Mr. Miller was in 

any position to condone the activity, but the fact that Mr. Menard made no 

attempt to hide the activity from Mr. Miller demonstrates, in my view, that he 

did not think he was doing anything improper.”
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Menard v. The Centre for International 
Governance Innovation, 2019 ONSC 858 

¬ “While I accept, with some reservations, Mr. Menard’s evidence that he did 

not know that copyright material was being downloaded, I think his evidence 

should be taken with a grain of salt.  Any reasonable person would likely 

agree, if asked, that there is copyright in a current television program such 

as “Game of Thrones”.  Any reasonable person would know that one can 

purchase, in electronic form, a movie, a television program, or music, and if 

one can obtain it through computer software without paying for it there is 

likely a problem. 

¬ However, it is well known that this sort of software is ubiquitous, and indeed 

Mr. Miller acknowledged that he had used it himself on his home 

computer….

¬ I agree with Mr. Monkhouse that if Mr. Menard had been spoken to about 

using peer-to-peer software on his computer and keeping corporate 

documents at home, there is little doubt that Mr. Menard would have 

complied.  I am not persuaded that Mr. Menard’s delinquencies were 

incompatible with a continuation of the employment relationship.”
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TELUS Communications Inc. v. Wellman, 2019 
SCC 19

¬ Does s7(5) of the Arbitrations Act grant the court a discretion to refuse to stay  

non-consumer claims that are dealt with in an arbitration agreement?

¬ “while my colleagues maintain that the Act was designed with “freely negotiat[ed]” 

arbitration agreements in mind, nothing in the Arbitration Act suggests that standard 

form arbitration agreements, which are characterized by an absence of meaningful 

negotiation, are per se unenforceable. Indeed, this Court’s decision in Seidel — as 

well as its predecessors Dell, Rogers, and Desputeaux — confirm that the starting 

presumption is the opposite.”

¬ “…in the years since the Arbitration Act was passed, the jurisprudence — both from 

this Court and from the courts of Ontario — has consistently reaffirmed that courts 

must show due respect for arbitration agreements and arbitration more broadly, 

particularly in the commercial setting...In Seidel, Binnie J. noted that “[t]he virtues of 

commercial arbitration have been recognized and indeed welcomed by our Court” 

(para. 23), and he stated that “absent legislative language to the contrary” (para. 42 

(emphasis deleted)), “the courts will generally give effect to the terms of a 

commercial contract freely entered into, even a contract of adhesion, including an 

arbitration clause”.”
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TELUS Communications Inc. v. Wellman, 2019 
SCC 19

¬ “The legislature made a careful policy choice to exempt consumers —

and only consumers — from the ordinary enforcement of arbitration 

agreements. That choice must be respected, not undermined by 

reading s. 7(5) in a way that permits courts to treat consumers and 

non-consumers as one and the same.”

¬ “Furthermore, Mr. Wellman has not argued, either before this Court or 

the courts below, that the standard form arbitration agreement in 

question was unconscionable, which if proven would render it invalid 

and thereby provide a basis for refusing a stay pursuant to s. 7(2)2 of 

the Arbitration Act. In my view, arguments over any potential 

unfairness resulting from the enforcement of arbitration clauses 

contained in standard form contracts are better dealt with directly 

through the doctrine of unconscionability, which was the approach 

taken in Heller v. Uber Technologies Inc., 2019 ONCA 1, rather than 

indirectly by attempting to stretch the language of s. 7(5) to address a 

perceived problem it was never designed to address.”
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Heller v. Uber Technologies Inc., 2019 ONCA 1, 
leave to Supreme Court granted, Case 38534

¬ Whether mandatory mediation/arbitration agreement with 

drivers is unconscionable?

¬ ONCA accepts that click-wrap would otherwise be enforceable:

¬ “The first time a driver logs into the Uber App, he or she must 

accept a services agreement, which appears on the 

smartphone screen. Drivers accept by clicking “YES, I 

AGREE”, and confirming acceptance by again clicking “YES, I 

AGREE” after reading the following: “PLEASE CONFIRM 

THAT YOU HAVE REVIEWED ALL THE DOCUMENTS AND 

AGREE TO ALL THE NEW CONTRACTS.” Uber’s January 4, 

2016 Driver service agreement with the appellant is 14 pages. 

The November 29, 2016 UberEATS service agreement with 

the appellant is 15 pages.”
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Heller v. Uber Technologies Inc., 2019 ONCA 1, 
leave to Supreme Court, Case 38534

“In approaching that issue, I start with the approach taken by the 

majority in Douez. While I recognize that the clause in question in 

Douez was a forum selection clause, I see no reason in principle 

why the same approach ought not to be taken to the Arbitration 

Clause in this case. I say that because the Arbitration Clause here 

is not, strictly speaking, simply an arbitration provision. It is also a 

forum selection provision and it is a choice of laws provision. It 

covers much more than just the method through which disputes will 

be resolved. It establishes both a foreign forum for the adjudication 

and a foreign law that will be applied in that adjudication. 

Consequently, the Arbitration Clause should be subject to a broader 

analysis when it comes to the issue of validity, especially in a 

situation where it is part of a contract of adhesion.”
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Heller v. Uber Technologies Inc., 2019 ONCA 1, 
leave to Supreme Court, Case 38534

¬ “ I find that the Arbitration Clause is unconscionable when it is 

viewed properly and in the context in which it is intended to 

apply.”

¬ “It seems to me that the fundamental flaw in the approach 

adopted by the motion judge to this issue is to proceed on the 

basis that the Arbitration Clause is of the type involved in normal 

commercial contracts where the parties are of relatively equal 

sophistication and strength. That is not this case. As the majority 

in Douez noted, “forum selection clauses often operate to defeat 

consumer claims” (para. 62). The same can be said of the 

Arbitration Clause here – it operates to defeat the very claims it 

purports to resolve. And I reiterate that this Arbitration Clause is 

much more than just a simple arbitration provision.”
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WCL Capital Group Inc. v. Google LLC, 2019 
ONSC 947

¬ Enforcement of forum selection clause.

¬ WCL registered for Google's AdWords service in February 2017.  When 

doing so, WCL was asked to accept Google's Advertising Program 

Terms of Service ("Terms of Service"). Section 12 of the Terms of 

Service (the “forum selection clause”) reads as follows:

¬ ALL CLAIMS ARISING OUT OF OR RELATING TO THIS 

AGREEMENT OR THESE TERMS OR THE PROGRAMS WILL BE 

GOVERNED BY CALIFORNIA LAW, EXCLUDING CALIFORNIA'S 

CONFLICT OF LAWS RULES, AND WILL BE LITIGATED 

EXCLUSIVELY IN THE FEDERAL OR STATE COURTS OF SANTA 

CLARA COUNTY, CALIFORNIA, USA: THE PARTIES CONSENT 

TO PERSONAL JURISDICTION IN THOSE COURTS…

¬ WCL clicked on an online indicator confirming that it accepted these 

Terms of Service.
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WCL Capital Group Inc. v. Google LLC, 2019 
ONSC 947

¬ “I accept Google’s submission that the forum selection clause is enforceable and 

applicable to the present case. The Terms of Service were written in plain 

language and were accepted by WCL.  The forum selection clause requires the 

parties to resolve in California any claims "arising out of or relating to" the 

agreement.

¬ WCL did not argue that forum selection clause is not applicable because WCL 

also seeks to claim negligence and negligent misrepresentation against Google. 

As Google submits, forum selection clauses like this one have been found to 

apply to non-contractual claims, so long as they relate to a relationship arising 

from contract. Courts must assess the "essential character" of the dispute to 

determine whether the forum selection clause applies.  As submitted by Google, 

the essential character of this claim is in contract.

¬ WCL also argued that the forum selection clause is not applicable to its claim 

because it alleges Google engaged in deceitful conduct in mischaracterizing the 

nature of WCL’s dispute in order to secure a reversal of the credit which had 

been applied to WCL’s Amex card. I see no reason why this allegation is not part 

of WCL’s claim, caught by the forum selection clause.”
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WCL Capital Group Inc. v. Google LLC, 2019 
ONSC 947

¬ “In my view the classic strong cause test set out in Pompey applies. While 

this case does not bear all the hallmarks of a sophisticated commercial 

transaction - for instance, the contract entered into was a contract of 

adhesion - it is still far from the consumer context of an unsophisticated 

Facebook user as in Douez. WCL is a sophisticated commercial entity 

engaged in private mortgage financing.  It could have advertised elsewhere 

but chose to do so with Google, knowing the terms of the Terms of Service.”

¬ ‘I would not find the forum selection clause unconscionable. WCL argues 

that in determining whether the arbitration clause was unconscionable, the 

Court of Appeal in Uber gave significant weight to that fact that the 

arbitration clause was found in a contract of adhesion….

¬ In my view applying the four elements from Titus, I could not conclude that 

Google’s’ Terms of Service is unconscionable. Even if I assume that WCL 

had no reasonable prospect of negotiating any terms of the Terms of 

Service, in my view, WCL is not akin to a consumer in the same way as the 

Uber drivers.”
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WCL Capital Group Inc. v. Google LLC, 2019 
ONSC 947

¬ “WCL submits that the importance of WCL's claim to Ontario arises from 

the fact its claim arises from a flaw in an algorithm in Google's software 

which, in 2016, delivered $2.614 billion in online advertising on behalf of 

Canadian businesses which is relevant to all persons in Ontario.  This is 

especially the case here where the flaw resulted in the delivery of 

advertising to children, who were not the intended audience. WCL argues 

that this is a matter of the public interest, which should not be handed over 

to the courts in California….

¬ In my view the WCL claim has significantly less of a public dimension, 

involving an advertising agreement between two commercial parties. There 

is no public policy reason why it should not be decided in California. In fact, 

a decision there would arguably have a much larger impact on businesses 

from all countries, including Canadian corporations using this type of 

advertising.”
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IN RE Randall HOLL, 2019 WL 2293441 
(9th.Cir.May 30, 2019)
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IN RE Randall HOLL, 2019 WL 2293441 
(9th.Cir.May 30, 2019)
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IN RE Randall HOLL, 2019 WL 2293441 
(9th.Cir.May 30, 2019)

8119172128

“As the district court recognized, locating the arbitration clause at 

issue here requires several steps and a fair amount of web-

browsing intuition. The user must access the UPS My Choice 

Service Terms via the enrollment page’s hyperlink, potentially after 

following the first hyperlink to the 96-page Technology Agreement. 

The user must then read the UPS My Choice Service Terms and 

understand that they incorporate the UPS Tariff/Terms and 

Conditions of Service. Because the My Choice Service Terms do 

not include hyperlinks to the incorporated documents, the user must 

visit the full ups.com website, intuitively find the Service Terms and 

Conditions link at the bottom of the webpage, select it, and locate 

yet another link to the UPS Tariff/Terms and Conditions of Service. 

Then, the user must read the UPS Tariff/Terms and Conditions of 

Service to find the arbitration clause.”
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IN RE Randall HOLL, 2019 WL 2293441 
(9th.Cir.May 30, 2019)

8219172128

¬ “In the context of paper transactions, California courts have deemed 

analogous incorporations by reference valid and the incorporated terms 

binding….

¬ Federal courts likewise have recognized the general enforceability of 

similar online agreements that require affirmative user assent. See, 

e.g., Meyer v. Uber Techs., Inc., 868 F.3d 66, 78–79 (2d Cir. 

2017) (applying California law and determining user assented to 

arbitration provision contained in online Terms of Service where 

enrollment page clearly stated user’s enrollment signaled assent to 

terms and terms were reasonably conspicuous even though 

lengthy); see also Nguyen v. Barnes & Noble Inc., 763 F.3d 1171, 1176 

(9th Cir. 2014) (“[C]ourts have consistently enforced [terms of use] 

agreements where the user had actual notice of the agreement. ... [or] 

where the user is required to affirmatively acknowledge the agreement 

before proceeding with use of the [service.]”).”

https://1.next.westlaw.com/Document/Ibf6b81c0831011e998e8870e22e55653/View/FullText.html?navigationPath=Search/v1/results/navigation/i0ad6ad3d0000016b29e473db1296898a?Nav%3DCASE%26fragmentIdentifier%3DIbf6b81c0831011e998e8870e22e55653%26parentRank%3D0%26startIndex%3D1%26contextData%3D(sc.Search)%26transitionType%3DSearchItem&listSource=Search&listPageSource=6eccb6d2cce688a267480537e118b301&list=ALL&rank=1&sessionScopeId=c27d4805fee87a9feb9d5289abbcfff17a6b23364a64df17ba4686783bc18151&originationContext=Search Result&transitionType=SearchItem&contextData=(sc.Search)
https://1.next.westlaw.com/Link/Document/FullText?findType=Y&serNum=2042371594&pubNum=0000506&originatingDoc=Ibf6b81c0831011e998e8870e22e55653&refType=RP&fi=co_pp_sp_506_78&originationContext=document&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_506_78
https://1.next.westlaw.com/Link/Document/FullText?findType=Y&serNum=2034145993&pubNum=0000506&originatingDoc=Ibf6b81c0831011e998e8870e22e55653&refType=RP&fi=co_pp_sp_506_1176&originationContext=document&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_506_1176


McCarthy Tétrault LLP / mccarthy.ca

Ryanair dac v SC Vola.ro srl [2019] IEHC 239 
(14 January 2019) 

“the plaintiff has established on the evidence that there was an agreement to 

be bound by the Terms of Use...This brings me to a consideration of the 

alternative argument of counsel, namely that even if Vola did interact with the 

Ryanair website, a user could not be said to assent to the Terms of Use, nor 

therefore could it be said that there was a consensus as to the jurisdiction 

clause within those Terms, in circumstances where the white box beside the 

"Let's Go" button on the Ryanair website was (or may have been) auto-ticked 

by the system instead of manually ticked by the user. Even accepting that there 

may be an element of auto-ticking of the white box, what seems to me to be 

more significant is that the user, in order to move onwards through the site, 

must click "Let's Go" beside which there is text saying "By clicking Let's Go I 

agree to Website Terms of Use". The placing of this text beside the "Let's Go" 

box in my view is crucial. In my view, it gives clear notice to the user both by 

reason of what it says and by reason of its location and size. The ticking of the 

white box (be it manual or automatic) in my view is less significant than the 

clicking of the "Let's Go" button. Further, the Terms of Use themselves are 

accessible at all times by way of hyperlink on every page of the Ryanair 

website.”
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Ryanair dac v SC Vola.ro srl [2019] IEHC 239 
(14 January 2019) 

¬ “It would perhaps be better if the technical arrangements were that the user 

could never proceed past the "Let's Go" button without manually ticking the white 

box. But simply because there could be an even better arrangement does not 

mean that the present situation does not contain the essential ingredients to 

amount to an agreement by "click-wrap“… I am satisfied that this is a form of 

agreement by "click-wrapping" within the meaning of that term as discussed in 

the authorities dealt with above, the key elements of which perhaps can be 

summarised as:-

¬ 1. That there be reasonable and adequate notice of the existence of terms or 

conditions (which contain the jurisdiction clause) before the user proceeds to 

click a particular button;

¬ 2. That the full content of the terms or conditions (which contain the 

jurisdiction clause) be accessible, for example by hyperlink, before the user 

proceeds to click the button; and

¬ 3. That it is made clear to the user that by clicking a particular button, he or 

she will be taken to have assented or agreed to those terms or conditions from 

that point onwards.”
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Ryanair dac v SC Vola.ro srl [2019] IEHC 239 
(14 January 2019) 

¬ Article 25 of the Regulation provides that "if the parties…have agreed 

that a court or the courts of a member state are to have jurisdiction… 

that court or those courts shall have jurisdiction unless the agreement 

is null and void as to its substantive validity under the law of that 

Member State", provided inter alia that the agreement is "(a) in writing 

or evidenced in writing".

¬ I note that Article 25(2) provides that "any communication by 

electronic means which provides a durable record of the agreement 

shall be equivalent to ‘writing’”.

¬ Note UECA states “7. A requirement under [enacting jurisdiction] law 

that information be in writing is satisfied by information in electronic 

form if the information is accessible so as to be usable for subsequent 

reference.”
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Ryanair dac v SC Vola.ro srl [2019] IEHC 239 
(14 January 2019) 

“The plaintiff referred me to the Court of Justice decision in Case C-322/14 Jaouad

El Majdoub v CarsOnTheWeb.Deutschland GmbH [2015] ECR 

ECLI:EU:C:2015:334 …on this particular website, the potential purchaser "must 

expressly accept the seller's general terms of sale by clicking the relevant box 

before making a purchase" but that this operation did not automatically lead to the 

opening of the document containing the seller's general terms, as an extra click on 

a specific hyperlink for that purpose was still necessary…The Court held that this 

constituted an agreement in writing or evidenced in writing, and that it was 

sufficient that the method of agreement "makes it possible to print and save the 

text of those terms and conditions before the conclusion of the contract“… 

according to the Explanatory Memorandum "In order for electronic communication 

to offer the same guarantees, especially as regards evidence, it is sufficient that it 

is ‘possible' to save and print the information before the conclusion of the contract" 

(para 36). On the facts of the case, it was not disputed that "click-wrapping" made 

printing and saving the text of the general terms and conditions possible before the 

conclusion of the contract and therefore the fact that the webpage containing the 

information did not open automatically on registration on the website and during 

each purchase "cannot call into question the validity of the agreement conferring 

jurisdiction".”
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Ryanair dac v SC Vola.ro srl [2019] IEHC 239 
(14 January 2019) 

“In my view, where a user clicks the "Let's Go" button on the Ryanair website, he 

or she thereby indicates agreement to the Terms of Use because of the wording of 

the text beside the button. Further, the content of those Terms of Use is accessible 

to him or her at all times and could be printed out, as was the situation in the 

CarsOntheWeb case. However, is there a written record of the agreement to the 

Terms of Use in writing in the absence of a manual click by the user? Should the 

clicking of the "Let's Go" button be considered a written record? Would the 

presence of a tick in the white box be necessary to constitute a written record? 

And does it matter whether the tick is manual (a user-tick) or automatic (a system-

tick)? The answer seems to me to be borderline, but on balance…it seems to me 

that the clicking of the "Let's Go" button amounts to "conduct" rather than "writing". 

Accordingly, insofar as the evidence establishes that Vola's interaction with the 

Ryanair website may have arisen in circumstances where the white box was never 

ticked or was ticked automatically by the system, that situation seems to me to fall 

short of an agreement as to jurisdiction "in writing or evidenced in writing" within 

the meaning of Article 25(1)(a). Certainly, the content of the Terms of Use is 

evidenced in writing; but the agreement itself is not.”
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Alan Ross Machinery Corporation v. Machinio
Corporation 2018 WL 3344364, (N.Ill. July 9, 2018) 

¬ Whether browsewrap containing terms against web scraping 

enforceable.

¬ “Alan Ross argues that Machinio had constructive knowledge of the 

terms and conditions because of their conspicuous placement on 

the website.. (arguing the terms and conditions link was prominently 

displayed and appeared at the bottom of every webpage). 

Nevertheless, hyperlinking the terms and conditions at the bottom of 

every page is insufficient to provide adequate constructive notice to 

create a contract based on a browsewrap agreement. …

¬ Without allegations that Machinio had notice of their existence, the 

terms and conditions are not an enforceable agreement…Alan Ross 

fails to state a breach of contract claim because it fails to allege an 

enforceable contract exists.”
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Schuppener v Pioneer Steel Manufacturers 
Limited, 2019 BCSC 425

“Certainly the presence of a signature on a written contract can 

provide compelling evidence of a contracting party’s intent. However, 

there is no requirement at law that a written contract be signed to 

make it enforceable. “A manifest intention to be bound can be 

established by conduct or words where an objective interpretation of 

the conduct or words of the parties would lead a reasonable person 

to conclude that the parties intended to be bound”:  Kernwood Ltd. v. 

Renegade Capital Corp., 1997 CanLII 846 (Ont. C.A.) at p. 7, citing 

Industrial Tanning Co. v. Reliable Leather Sportwear Ltd., 1953 

CanLII 345 (ON CA), [1953] 4 D.L.R. 522 (Ont. C.A.) at p. 535. In 

such cases, the failure to sign the contract is by no means 

dispositive. Indeed, the Court in Kernwood at p. 7 characterized the 

requirement of a signature as a “mere formality”, the absence of 

which did not tell against the existence of a completed contract.”
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Hurst Real Estate Service Inc. v. Great Lands 
Corporation, 2018 ONSC 4824

¬ “The defendants also submit that s. 23(1) of the Regulations to the Real 

Estate and Business Brokers Act, 2002 (O. Reg. 567/05) requires that a 

claim for commission cannot be brought unless the agreement upon which 

the action is brought is in writing and signed by or on behalf of the person 

who is required to pay the commission.”

¬ “The defendants also submit that the email exchanges confirming Mr. Sadr’s 

offer and Mr. Hurst’s acceptance are not valid under the Regulation because 

they are not signed by either party.  The emails do not include an original 

handwritten signature, which is not possible on email exchanges that are 

made electronically. However, the respective emails end with a typed 

version of the sender’s name, his title and the name of the corporation he 

represents. I am satisfied that in this digital age in which commerce is 

routinely conducted with the assistance of information technology, this type 

of electronic signature meets the requirement under the Regulation that the 

offer be “signed by or on behalf of the person required to pay the 

commission.””
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Polygon Metalworks Int'l Inc. v Ellisdon
Corporation, 2018 BCSC 1448 

¬ Was an email notice of contract termination effective?

¬ “Article 32 of the subcontract sets out the addresses for notices for the 

parties. These addresses are defined in the contract as the physical 

addresses of EllisDon and Polygon. Article 32.02 states that all notices 

shall be in writing and are deemed to be received by the addressee on 

the date of delivery. The provision then sets out deemed dates of 

delivery for notices delivered by hand, registered post, and regular post.”

¬ “ I find that the Polygon subcontract did not prohibit delivery of notices by 

any other means than delivery to the physical addresses of the parties. 

The subcontract established deemed delivery dates for certain methods 

of delivery. This does not mean that the parties could not deliver 

communications by email. The parties communicated by email 

throughout their relationship and I was provided with no evidence of 

written communication other than by email. I find that EllisDon’s decision 

to provide notices of default and the notice of termination to Polygon by 

email was not prohibited by the Polygon subcontract.”
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Montrose Hammond & Co. v. CIBC World 
Markets Inc., 2019 ONSC 2870

¬ Is CIBC liable for trading losses caused by a third party 

performing support on a third trading system licensed by CIBC 

to its customer and do disclaimers relieve CIBC of liability?

¬ “The parties agree that the leading case on the interpretation of 

limitation of liability clauses is Tercon Contractors Ltd. v. British 

Columbia (Minister of Transportation and Highways) 2010 SCC 4 

(CanLII).  In particular, the focus is on the reasons of Binnie J. who, 

although dissenting from the result, wrote what is now the definitive 

statement of the law on the interpretation of exclusion clauses.  

There is a three part test: 1) whether, as a matter of interpretation, 

the exclusion clause applies to the circumstances in issue; 2) 

whether the exclusion clause is unconscionable; and 3) whether the 

court should override the exclusion clause on the basis of public 

policy.”
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Montrose Hammond & Co. v. CIBC World 
Markets Inc., 2019 ONSC 2870

S6.1 “Liability — The Client understands and acknowledges that 

electronic securities trading is inherently subject to risks and 

uncertainties beyond CIBC WM’s control that may lead to trading 

losses on the part of the Client and/or its customers. These risks 

include, without limitation, temporary or permanent breakdown or loss 

of telecommunication connections; delayed, inaccurate or incomplete 

market data; sabotage; hacker attacks; and malfunction of hardware 

and equipment not located on CIBC WM’s premises, operating system 

and application software not owned by CIBC WM. Accordingly, neither 

CIBC WM nor any of its affiliates or its or their respective shareholders, 

subsidiaries, directors, officers, employees, partners or agents shall be 

liable to the Client or any other person asserting any claim on behalf of 

or in right of the Client for or in respect of any matter, directly or 

indirectly, arising out of or based upon this Agreement including in 

relation to the Systems Interconnect and the Trading System.”
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Montrose Hammond & Co. v. CIBC World 
Markets Inc., 2019 ONSC 2870

¬ “CIBC’s first and broadest application of the exclusion clause is that article 6.1 

excludes liability for any matter whatsoever arising in any way out of the 

agreement… 

¬ There are two reasons why I declined to interpret the reach of article 6.1 as 

extending that far.  First, as Binnie J. noted in Tercon, there is a strong public 

interest in the enforcement of contracts.  That policy applies to all contracts, not 

just exclusion clauses.  The SIA, as noted earlier, provides in article 3.2(b), that 

the agreement represents a valid and binding obligation, enforceable against 

CIBC in accordance with its terms.  If, “in accordance with its terms” means 

article 6.1 excludes all liability for absolutely anything, articles 3.2(b) and 6.1 are 

self-defeating; 6.1 takes away whatever 3.2(b) promised.  There is, as a result, 

no enforceable obligation at all and, in the absence of any enforceable 

obligation, no contract.  CIBC’s interpretation of article 6.1 under the first 

argument, in my view, stands the principles of contractual interpretation on their 

head.  The interpretation advanced by CIBC results in CIBC’s obligations under 

the SIA having no meaning and renders the entire agreement ineffective.  This is 

not in accordance with sound commercial principles and good business sense.  

It results in a logical absurdity: a contract which is no contract at all.”
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Montrose Hammond & Co. v. CIBC World 
Markets Inc., 2019 ONSC 2870

“Article 6.1 then begins a new sentence with the word “Accordingly…” 

and goes on to set out the exclusionary language.  “Accordingly” 

means consequently, correspondingly or in a way that is appropriate 

to the particular circumstances.  In article 6.1, the word “accordingly,” 

therefore, connects those things which are beyond CIBC’s control 

with CIBC’s exclusion of liability.  If liability were truly being excluded 

for any matter, directly or indirectly, arising out of or based upon the 

agreement, the word “accordingly”, and all the words before it, would 

be completely unnecessary.  Read harmoniously as a whole, in a 

manner that gives meaning to all of its terms and avoids an 

interpretation that would render one or more of its terms ineffective, 

article 6.1 can only be read so as to exclude liability for matters which 

are beyond CIBC’s control and which are in the nature of those five 

things listed, without limitation, as examples of such matters.“
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Montrose Hammond & Co. v. CIBC World 
Markets Inc., 2019 ONSC 2870

¬ S6.2 “No Consequential Damages — In no event will CIBC WM or any affiliate 

or its or their respective shareholders, employees, officers, directors, or agents 

be liable to the Client for any indirect, incidental, special or consequential 

losses or damages (including, but not limited to, loss of profits or revenue or 

failure to realize expected profits or savings, or the avoidance of any losses) 

arising out of or related to this Agreement, the Systems Interconnect or use of 

the Trading System, including the provision of or failure to provide access to 

the Trading System, regardless of whether such damages could have been 

foreseen or prevented.”

¬ “Unlike with article 6.1, I find, on a proper interpretation of article 6.2, that CIBC 

has excluded liability for lost profits.  A provision excluding liability for lost 

profits does not negate the very obligations undertaken under the contract.  

Further, this exclusion is not tied to matters beyond CIBC’s control or specified 

causal factors.  The opening phrase of article 6.2, “In any event,” emphasizes 

this point.”
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Grisafi v. Sony Electronics Inc. 2019 WL 
1930756 (D.N.J. April 30, 2019) 

¬ A software update “bricked” the Sony Dash viewing device 

hardware. Was this authorized by the EULA?

¬ Sony’s End User License Agreement (“EULA”) stated:

¬ “From time to time, Sony ... may automatically update or 

otherwise modify the Software, for example, but not limited to for 

purposes of error connection, improvement of features, and 

enhancement of security features. Such updates or modifications 

may change or delete the nature of features or other aspects of 

the Software, including but not limited to features you may rely 

upon. You hereby agree that such updates and modifications 

may occur at Sony’s sole discretion, and that Sony may condition 

continued use of the Software upon your complete installation or 

acceptance of such updates or modifications.”
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Grisafi v. Sony Electronics Inc. 2019 WL 
1930756 (D.N.J. April 30, 2019) 

“Sony did not explicitly warn that a subsequent software update 

could render the Dash “permanently inoperable.” The EULA does 

not say that Sony can delete all features. Instead, it vaguely warns 

consumers that Sony “may change or delete the nature of features” 

that a consumer “may rely upon.”…This sentence is also prefaced 

by the following: “From time to time, Sony ... may automatically 

update or otherwise modify the Software, for example, but not limited 

to for purposes of error connection, improvement of features, and 

enhancement of security features.” This preface implies that 

automatic software updates will improve or enhance the Dash - not 

destroy its functionality. The Court cannot say at this stage in the 

proceedings that by using the Dash and thus implicitly agreeing to 

the EULA, Plaintiff authorized Sony to render his Dashes inoperable. 

Plaintiff plausibly pled that Sony acted “without authorization” in 

bricking the Dash.”
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Grisafi v. Sony Electronics Inc. 2019 WL 
1930756 (D.N.J. April 30, 2019) 

“the Court does not find that substantive unconscionability is 

supported by the Complaint. As explained above, at this 

stage, the Court does not read the EULA to authorize 

Defendant to terminate all functionality of the device. A 

reasonable reading of the EULA allows Defendant to alter 

certain features as it sees fit, presumably to enhance or 

improve the consumer’s experience. The Court does not find 

these terms to be excessively disproportionate, or so one-

sided as to the shock the conscience. Plaintiff’s breach of an 

express warranty claim (Count III) is dismissed without 

prejudice.”
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College of Optometrists of Ontario v. Essilor Group 

Inc., 2019 ONCA 265, Supreme Court Docket 38669

¬ Does the Ontario regulatory regime that requires a member of an 

Ontario college to dispense eye glasses apply to prohibit the sale of 

eyeware by a BC online business where the only act of “dispensing” is 

“delivery”?

¬ “The distinctive feature of this case is that Essilor, as the online provider of 

prescription eyewear, operates out of a Canadian province that maintains a 

regulated health professions regime which closely resembles that in 

Ontario, save for the manner of selling prescription eyewear online. Essilor 

complies with the health care standards set by the British Columbia 

regulatory regime for the provision of prescription eyewear. The steps 

Essilor performs to meet those regulatory health care standards take place 

in British Columbia prior to the delivery of the product out-of-province. Given 

those circumstances, I would not regard the commercial act of the physical 

delivery of product ordered online to the customer in Ontario, without more, 

as establishing a “sufficient connection” with Ontario upon which to apply 

the controlled health care act proscriptions of the RHPA s. 27(1) to Essilor’s 

online transactions.”
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South Dakota v. Wayfair, Inc., 138 S. Ct. 2080

¬ Should the Supreme Court reverse a prior precedent under the 

Commerce Clause that prohibited a State from collecting sales tax 

from an online retailer unless the retailer had a physical presence 

in the State? 

¬ “The "dramatic technological and social changes" of our "increasingly 

interconnected economy" mean that buyers are "closer to most major 

retailers" than ever before— "regardless of how close or far the nearest 

storefront…Between targeted advertising and instant access to most 

consumers via any internet-enabled device, "a business may be present 

in a State in a meaningful way without" that presence "being physical in 

the traditional sense of the term.“… A virtual showroom can show far 

more inventory, in far more detail, and with greater opportunities for 

consumer and seller interaction than might be possible for local stores. 

Yet the continuous and pervasive virtual presence of retailers today is, 

under Quill, simply irrelevant. This Court should not maintain a rule that 

ignores these substantial virtual connections to the State.””
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South Dakota v. Wayfair, Inc., 138 S. Ct. 2080

“Further, the real world implementation of Commerce 

Clause doctrines now makes it manifest that the physical 

presence rule as defined by Quill must give way to the "far-

reaching systemic and structural changes in the economy" 

and "many other societal dimensions" caused by the 

Cyber Age. Direct Marketing, 575 U.S., at ___, 135 S.Ct., 

at 1135 (KENNEDY, J., concurring). Though Quill was 

wrong on its own terms when it was decided in 1992, since 

then the Internet revolution has made its earlier error all 

the more egregious and harmful.”
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Paramount Fine Foods and Fakih v Johnston, 
2019 ONSC 2910 

¬ Remedies for online posting false and malicious hate speech 

videos.

¬ “The Court of Appeal has indicated that, where the defamatory 

statements are disseminated over the Internet, these factors must be 

examined in light of the ubiquity, universality and utility of that medium. 

Communication via the internet is instantaneous, seamless, interactive, 

blunt, borderless and far reaching. As such, “internet defamation is 

distinguished from its less pervasive cousins, in terms of its potential to 

damage the reputation of individuals and corporations, by […] its 

interactive nature, its potential for being taken at face value, and its 

absolute and immediate worldwide ubiquity and accessibility.”

¬ “As recognized by the Court of Appeal, given the “extraordinary 

capacity” of the internet to replicate defamatory statements “almost 

endlessly”, “the truth rarely catches up with a lie”.”
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Paramount Fine Foods and Fakih v Johnston, 
2019 ONSC 2910 

¬ “In conclusion, I feel compelled to stress the wider societal issues that this 

very disturbing case represents.  In this fractious 21st century – where 

social media and the internet now allow some of the darkest forces in our 

society to achieve attention - these issues are numerous and profound, 

and their impact extends well beyond the borders of this country.”

¬ “…defendants are ordered to pay $2.5 million in damages...

¬ …defendants are required to remove and/or destroy any copy of or 

reference to the videos and the defamatory content identified in this action 

from any source, medium or place accessible to any third party….

¬ …defendants are permanently restrained, or anyone acting on their 

behalf,  direction, or in conjunction with them, from… disseminating, 

posting on the Internet, publishing, or broadcasting in any manner 

whatsoever, either directly or indirectly, any defamatory statements 

concerning the plaintiffs or its officers, directors, shareholders, employees 

or related entities.”
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Manuel v Economic Freedom Fighters, [2019] 
ZAGPJHC 157 (30 May 2019)

¬ “The respondents are ordered to remove the statement, within 24 

hours, from all their media platforms, including the first and third 

respondents' Twitter accounts;

¬ The respondents are ordered, within 24 hours, to publish a notice 

on all their media platforms, on which the statement had been 

published, in which they unconditionally retract and apologise for 

the allegations made about the applicant in the statement.

¬ The respondents are interdicted from publishing any statement 

that says or implies that the applicant is engaged in corruption 

and nepotism in the selection of the Commissioner of the South 

African Revenue Service.”
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Eva Glawischnig-Piesczek v Facebook Ireland Limited 

CJEU Case C-18/18 (Opinion Advocate General)

¬ “The internet’s not written in pencil, it’s written in ink, says a 

character in an American film released in 2010. I am referring 

here, and it is no coincidence, to the film The Social Network.

¬ In fact, the key issue in the present case is whether a host which 

operates an online social network platform may be required to 

delete, with the help of a metaphorical ink eraser, certain content 

placed online by users of that platform.”

¬ A Facebook user published a disparaging comment about the 

applicant “accusing her of being a ‘lousy traitor of the people’, a 

‘corrupt oaf’ and a member of a ‘fascist party’.”
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Eva Glawischnig-Piesczek v Facebook Ireland Limited 

CJEU Case C-18/18 (Opinion Advocate General)

¬ “The referring court also asks the Court to rule on whether, in the 

context of an injunction issued by a court of a Member State, a 

host provider may be ordered to remove certain content not only 

for internet users in that Member State but also worldwide…

¬ In international law, it is not precluded that an injunction may 

have what are known as ‘extraterritorial’ effects...such an 

approach would have the consequence that the finding that the 

information concerned was illegal would be extended to the 

territories of other Member States, irrespective of whether or not 

that information was legal under the law designated as applicable 

according to the conflict-of-law rules of those Member States.”
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http://curia.europa.eu/juris/document/document.jsf;jsessionid=3E3AAD88A12ECFB0485F9EA5153242F5?text=&docid=214686&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=3151717
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Eva Glawischnig-Piesczek v Facebook Ireland Limited 

CJEU Case C-18/18 (Opinion Advocate General)

¬ “if such a court could not adjudicate on the removal of content 

placed online at worldwide level, the question would then arise as 

to which court would be better placed to rule on such removal. In 

fact, each court would be faced with the inconveniences 

described in the preceding point. Furthermore, should a claimant 

be required, in spite of the practical difficulties, to prove that the 

information characterised as illegal according to the law 

designated as applicable under the conflict rules of the Member 

State in which he brought the action is illegal according to all the 

potentially applicable laws?”
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Eva Glawischnig-Piesczek v Facebook Ireland Limited 

CJEU Case C-18/18 (Opinion Advocate General)

¬ “To conclude, it follows from the foregoing considerations that the 

court of a Member State may, in theory, adjudicate on the removal 

worldwide of information disseminated via the internet. However, 

owing to the differences between, on the one hand, national laws and, 

on the other, the protection of the private life and personality rights 

provided for in those laws, and in order to respect the widely 

recognised fundamental rights, such a court must, rather, adopt an 

approach of self-limitation. Therefore, in the interest of international 

comity, to which the Portuguese Government refers, that court should, 

as far as possible, limit the extraterritorial effects of its junctions 

concerning harm to private life and personality rights. The 

implementation of a removal obligation should not go beyond what is 

necessary to achieve the protection of the injured person. Thus, 

instead of removing the content, that court might, in an appropriate 

case, order that access to that information be disabled with the help of 

geo-blocking.”
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http://curia.europa.eu/juris/document/document.jsf;jsessionid=3E3AAD88A12ECFB0485F9EA5153242F5?text=&docid=214686&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=3151717
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UTV Software Communications Ltd v 1337X.TO High 

Court Delhi, 10 April, 2019, CS(Comm) 724/2017

¬ Whether an infringer of copyright on the internet is to be treated differently 

from an infringer in the physical world?

¬ “However, many believe that Internet is a unique highway or a separate space 

(i.e. Cyberspace) to be left totally free i.e. unrestricted. They believe that this 

space should be left free to be used by an infringer or by a law abiding individual 

simultaneously. Internet exceptionalists, such as the Electronic Frontier 

Foundation, are defined by the belief that because the Internet is exceptional, 

most rules that apply offline should not apply online. Followers of this school of 

thought believe that the Internet is first and foremost about individual freedom, 

not about collective responsibility. Their view is that the Internet‘s chief function is 

to liberate individuals from control by, or dependence on Government and 

Corporations. They believe in the maturity of the public. The followers of this 

school of thought acknowledge that online piracy comes at the cost of legal sales, 

but they rationalize this loss by saying that it only hurts the profits of content 

firms, implying that if the choice is between infringement that rewards consumers 

with free content versus legality that helps corporations, then the former is to be 

preferred.” 
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http://lobis.nic.in/ddir/dhc/MMH/judgement/11-04-2019/MMH10042019SC7242017.pdf
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UTV Software Communications Ltd v 1337X.TO High 

Court Delhi, 10 April, 2019, CS(Comm) 724/2017

¬ “However, this Court finds that the majority of piracy websites are in it not for 

any ideological reason but for one reason: to make money. Modern digital 

piracy is a multibillion-dollar international business…

¬ Also should an infringer of the copyright on the Internet be treated differently 

from an infringer in the physical world? If the view of the aforesaid Internet 

exceptionalists school of thought is accepted, then all infringers would shift to 

the e-world and claim immunity!

¬ “A world without law is a lawless world. In fact, this Court is of the view that 

there is no logical reason why a crime in the physical world is not a crime in 

the digital world especially when the Copyright Act does not make any such 

distinction.”
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http://lobis.nic.in/ddir/dhc/MMH/judgement/11-04-2019/MMH10042019SC7242017.pdf
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UTV Software Communications Ltd v 1337X.TO High 

Court Delhi, 10 April, 2019, CS(Comm) 724/2017

¬ Whether seeking blocking of a website dedicated to piracy makes 

one an opponent of a free and open internet?

¬ “If the views of Internet exceptionalists were to be accepted, then a boon 

like Cyberspace would turn into a disaster. Further, just as supporting 

bans on the import of ivory or cross-border human trafficking does not 

make one a protectionist, supporting website blocking for sites 

dedicated to piracy does not make one an opponent of a free and open 

Internet. Consequently, this Court is of the opinion that advocating limits 

on accessing illegal content online does not violate open Internet 

principles.

¬ The key issue about Internet freedom, therefore, is not whether the 

Internet is and should be completely free or whether Governments 

should have unlimited censorship authority, but rather where the 

appropriate lines should be drawn, how they are drawn and how they 

are implemented.”
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http://lobis.nic.in/ddir/dhc/MMH/judgement/11-04-2019/MMH10042019SC7242017.pdf
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UTV Software Communications Ltd v 1337X.TO High 

Court Delhi, 10 April, 2019, CS(Comm) 724/2017

¬ “In the opinion of this Court, while blocking is antithetical to efforts 

to preserve a ―free and open‖ Internet, it does not mean that 

every website should be freely accessible. Even the most vocal 

supporters of Internet freedom recognize that it is legitimate to 

remove or limit access to some materials online, such as sites 

that facilitate child pornography and terrorism. Undoubtedly, there 

is a serious concern associated with blocking orders that it may 

prevent access to legitimate content. There is need for a balance 

in approach and policies to avoid unnecessary cost or impact on 

other interests and rights. Consequently, the onus is on the right 

holders to prove to the satisfaction of the Court that each website 

they want to block is primarily facilitating wide spread copyright 

infringement.” 
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http://lobis.nic.in/ddir/dhc/MMH/judgement/11-04-2019/MMH10042019SC7242017.pdf
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Blocking orders

¬ Television Broadcasts Limited v Telstra Corporation Limited 

[2018] FCA 1434 (sites streaming to Internet Streaming devices 

(ISDs)) 

¬ Roadshow Films Pty LTD v Telstra Corporation Limited Aust. F.C. 

20 December, 2018 (181 domains linked to 78 sites)

¬ Australasian Performing Right Association Ltd v Telstra 

Corporation Limited [2019] FCA 751 (stream ripping sites)

¬ S.A.S Elsevier et al v S.A. Orange Tribunal De Grande Instance 

de Paris 29 Nov., 2018 (Sci-Hub)

¬ UTV Software Communications Ltd v 1337X.TO High Court Delhi, 

10 April, 2019, CS(Comm) 724/2017 (multiple “rogue” sites 

including BitTorrent sites)
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https://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2018/2018fca1434
https://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2019/2019fca0751
https://torrentfreak.com/images/scihuborder.pdf
http://lobis.nic.in/ddir/dhc/MMH/judgement/11-04-2019/MMH10042019SC7242017.pdf
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FairPlay Coalition – Application to disable online access 

to piracy websites, Telecom Decision CRTC 2018-384

¬ “Section 36 of the Telecommunications Act limits the ability of 

carriers to control the content of messages carried over their 

networks without prior Commission authorization. While this 

section gives the Commission the explicit power to authorize an 

ISP to block a website, the proposed regime would go further and 

require such blocking pursuant to a Commission order. Because 

section 36 confers an authorizing power and not a mandatory 

power, the power to mandate blocking must be found elsewhere 

and must relate to subject matter that is clearly within the 

Commission’s jurisdiction under the Telecommunications Act.”

¬ …the Commission determines that it does not have the 

jurisdiction under the Telecommunications Act to implement the 

proposed regime and, consequently, it will not consider the merits 

of implementing the regime. The Commission therefore denies 

the FairPlay Coalition’s application.”
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https://crtc.gc.ca/eng/archive/2018/2018-384.htm
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FairPlay Coalition – Application to disable online access 

to piracy websites, Telecom Decision CRTC 2018-384

¬ “The Commission acknowledges that the record of this 

proceeding demonstrates that there is evidence that copyright 

piracy results in harm to the Canadian broadcasting system and 

to the economy in general, but the information provided was not 

sufficient to quantify the nature and extent of that harm.

¬ The Commission notes that there are existing enforcement 

mechanisms for addressing online copyright piracy. There are 

also other avenues to further examine the means of minimizing or 

addressing the impact of copyright piracy, including the 

parliamentary review of the Copyright Act and the expert panel 

review of the Telecommunications Act and the Broadcasting Act. 

Both of these reviews are currently underway.”
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https://crtc.gc.ca/eng/archive/2018/2018-384.htm


McCarthy Tétrault LLP / mccarthy.ca

Statutory Review of the Copyright Act, Report 
of the INDU Committee

¬ “The Committee…agrees that there is value in clarifying within 

the Act that rights-holders can seek injunctions to deny services 

to persons demonstrably and egregiously engaged in online 

piracy, provided there are appropriate procedural checks in place. 

The Committee also supports amending the Telecommunications 

Act to remove any procedural duplication or unnecessary hurdles.

¬ The Committee does not, however, support the development of 

an administrative regime to these ends. It is for the courts to 

adjudicate whether a given use constitutes copyright infringement 

and to issue orders in consequence. The courts already have the 

expertise necessary to protect the interests of all involved 

parties.”
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https://www.ourcommons.ca/Content/Committee/421/INDU/Reports/RP10537003/indurp16/indurp16-e.pdf
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Collett v. Northland Art Company Canada Inc., 
2018 FC 269 

¬ Does framing infringe copyright?

¬ “The evidence that Mr. Collett’s website had been linked to 

the Northland site is uncontroverted, as is the evidence that 

the link was neither removed nor disabled until 2015. The 

evidence of the Tamburi brothers on this issue was confused, 

evasive and in many respects incredible. I am satisfied on a 

balance of probabilities that Northland continued to maintain a 

link to Mr. Collett’s website knowing it was not authorized to 

do so. In doing so Northland infringed Mr. Collett’s copyright in 

the “Website Home Page” which included a reproduction of 

the image “Winter Blues” and the “Bio Page”.”
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https://www.canlii.org/en/ca/fct/doc/2018/2018fc269/2018fc269.html?resultIndex=1
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Toronto Real Estate Board v  Mongohouse.com, 
Federal Court Order, April 15, 2019, File T-1653-18

¬ Does website scraping infringe copyright?

¬ “It is hereby ordered and declared that the unauthorized copying, 

data scraping, downloading, display, distribution, access to make 

available for distribution, streaming for public display any TREB 

MLS® data is a breach of TREB’s proprietary rights and copyrights 

associated with the TREB MLS®.

¬ It is hereby ordered and declared that any access to the TREB 

MLS® other than as authorized by TREB using any means to avoid, 

bypass, deactivate, impair, or to circumvent in any manner a 

technological protection measure (“TPMs”) is a breach of Section 41 

of the Act and is an infringement of TREB’s rights.”

¬ Injunctive relief ordered.
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Thomson v. Afterlife Network Inc., 2019 FC 545

¬ Class remedies against operator of website publishing >1.1.4 

million obituaries for moral rights and copyright infringement.

¬ “An injunction is a normal remedy for copyright infringement, in 

accordance with section 34 of the Copyright Act. An injunction is 

warranted to stop Afterlife from continuing to infringe the Class 

Members’ rights in the original works. Afterlife refused some families’ 

requests to remove obituaries and did not take the website down until 

this Application was filed. I agree that the injunction should also name 

Mr. Leclerc, who is the director of Afterlife and has continued to post 

obituaries at his new website, Everhere.”

¬ “Aggregate damages on a class wide basis are appropriate and are 

awarded in the amount of $20,000,000, representing: statutory 

damages in the amount of $10,000,000; and aggravated damages in 

the amount of $10,000,000.”
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https://www.canlii.org/en/ca/fct/doc/2019/2019fc545/2019fc545.html?resultIndex=1
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Rogers Communications Inc. v. Voltage 
Pictures, LLC, [2018] 2 SCR 643

“An ISP can recover its costs of compliance with a Norwich

order, but it is not entitled to be compensated for every cost that 

it incurs in complying with such an order. Recoverable costs 

must be reasonable and must arise from compliance with the 

Norwich order. Where costs should have been borne by an ISP 

in performing its statutory obligations under the notice and notice 

regime, these costs cannot be characterized as either 

reasonable or as arising from compliance with a Norwich order, 

and cannot be recovered.”
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https://www.canlii.org/en/ca/scc/doc/2018/2018scc38/2018scc38.html?resultIndex=1
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Rogers Communications Inc. v. Voltage 
Pictures, LLC, [2018] 2 SCR 643

¬ “Similarly, the notice and notice regime has not displaced the 

copyright owner’s burden, at common law, of bearing the ISP’s 

reasonable costs of compliance with the Norwich order. However, 

the statutory regime prohibits an ISP from charging a fee for 

performing any of its obligations arising under the regime. 

Accordingly, an ISP should not be permitted to recover the cost of 

carrying out any of the obligations, express or implicit, that will have 

arisen under the regime, even if it carries out the obligations only 

after having been served with a Norwich order. Otherwise, the 

distribution of financial burden which Parliament decided upon 

would be undermined by imposing upon copyright owners an 

obligation which was specifically allocated to ISPs in the notice and 

notice regime.”

¬ On the evidence needed to obtain a Norwich order in a file sharing 

case, see, ME2 Productions, Inc. v. Doe, 2019 FC 214.
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https://www.canlii.org/en/ca/scc/doc/2018/2018scc38/2018scc38.html?resultIndex=1
https://www.canlii.org/en/ca/fct/doc/2019/2019fc214/2019fc214.html?resultIndex=1
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Keatley Surveying Ltd. v. Teranet Inc., 
Supreme Court Docket 37863

¬ “Intellectual property - Copyright, Infringement, Legislation, 

Interpretation - Intellectual property - Copyright - Crown copyright -

Infringement - Legislation - Interpretation - Class action for breach 

of copyright by surveyors whose land surveys were scanned and 

copied into an online digital database - Does section 12 of the 

Copyright Act, R.S.C. 1985, c. C-42, transfer copyright in plans of 

survey that are filed in provincial land registry offices from the 

surveyor creators to the government.”

¬ See also, P.S. Knight Co. Ltd. v. Canadian Standards Association, 

2018 FCA 222, leave to SCC dismissed (Crown prerogative does 

not transfer copyright in CSA Codes to Crown where document is 

only incorporated by reference in statutes).
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https://www.canlii.org/en/ca/fca/doc/2018/2018fca222/2018fca222.html?resultIndex=1
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